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AHHOTAUNUA

HacTtosawmnmn OKYMeHT SaBMSIETCS PYKOBOACTBOM MO YMNpPaBAEHUIO MeXaHM3MaMun
3aWmMTbl MNpoOrpaMMHO-annapaTHOro KoOMMfaekca 3awnTbl uHdbopmaumm ot HCA
«Akkopa-Win32» v.4.0 (TY 4012-036-11443195-2010) v npeaHasHadeH Ans
KOHKpeTmM3aumm 3agay n QyHKUMNA OO/MKHOCTHBIX ML opraHusaumu (npeanpusTums,
(dupMbl), NAAHUPYIOLLUMX U OpPraHU3ylowWwmMx 3alunuty uMHoOpMauum B CUCTEMaxX WU
cpeacteBax MHdopmaTusaumm Ha 6ase CBT c npuMeHeHnemM KoMnaekca.

B nAoKyMeHTe npuBeAeHbl OCHOBHble PYHKLUUN aAMUHUCTpaTopa 6e30MacHOCTH
nHdopmaumm,  MNopsiAOK  YCTAHOBKM  MNpaB  AOCTyna  nonb3oBaTenen K
MHMOOPMALMOHHBLIM pecypcaM, opraHusaumm KoHTponst paboTtbl CBT ¢ BHeAPEHHbIMMU
cpeacTBaMuM  3alUMTbl W ApyrMe CBeAeHUss Heobxoaumble ANs  yrnpaBneHUs
3alNTHbIMWM MEXaHMU3MaMM KOMMeKca.

Ona nydwero nMNOHMMAHMA U UCMONb30BAHUA  3ALUMTHbLIX MEXaHU3MOB
KOMIMJ1EKCa peEKOMeEHAYETCHA npeaBaputTesibHO O3HAKOMUTBLCA C KOMMNMEKTOM
3KCHﬂyaTaLLMOHHOVI AOKYMEHTaUuMnM Ha KOMMMEKC, a TaKXe NPUHATb HeobxoanMble
3aWlUTHblE OpPraHM3aulMOHHbIE MepPbl, peEKOMeEHAYEMbIE B AOKYMEHTALUUN.

MpMMeHeHne 3alMTHbIX Mep KOMMJeKca AO/HKHO AONOJHATbBCS 06wnuMu
MepamMmn nNpenocTOpOXHOCTU N pumanyeckon 6esonacHocTmn CBT.
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NMPUHATBIE TEPMUHbI N COKPALLEHUA

AaMuHuctpatop BM
UmMma_nonb3oBaTtens
Npentndunkartop

O61bekT aocrtyna

MapamMeTpbl
nonbn3oBaTens

NMonb3oBaTtenb
nea

MpeabaBuTb
naeHTndmukaTop

YpaneHue
nosib3oBartens

CuUHXpOHM3auusa
napaMmeTpos
nonbn3oBaTens

Co3paTtb
nosib3oBaTens

Coob6weHunn

TM-npentncdmkartop
(vnn TM)

UYucno npoxonos
npu yaaneHumn

SHN

- aAMUHUCTpATOp CNy>X6bl 6e3onacHOCTU MHbOopMaLnm

- UMS, NOA KOTOPbIM MOMb30BaTesb 3aperncTpMpoBaH B cUCTeMe

- cheuManbHOe YCTPOMCTBO, coAepXXallee YHUKanbHbIA Mpu3Hak
nonb3oBaTesnsi, C KOTOPbIM 3aperucTpupoBaHHbIA  MONb30BaTeNb
BXOAUT B CUCTEMY W KOTOPbIM MCNOMb3yeTcs CUCTEMOW  Ans
ornpeaeneHus ero npa., a TakXe ANs perncrpaumun daxkta foctyna u
XapaKkTepa BbINOSHSAEMbIX UM paboT Mnn NpeaocTaBAsaeEMbIX eMY YCIyr
- nop o06bEeKTOM AoCcTyna MNOHMMAEeTCsa OAWH W3 MepeyvYUCNeHHbIX
pecypcoB CBT: puck, katanor, dain, pasgen wam K4y peecTtpa,
npouecc (3agava), ApanBep yCTponcTsa.

- naeHTMdUUMpPYOLLME TNpU3HaAKM Nofb3oBaTens (MMsi, Homep
naeHTndukaTopa, Naposnb) M ero npasa no AoCcTyny K pecypcam CBT B
COOTBETCTBUM C €ro NOSTHOMOYUSMU

- cybbekT goctyna k obbektam (pecypcam) CBT

- NpaBuna pasrpaHM4YyeHuns AocTtyna

- NPUIOXUTb MAEHTUPUKATOP K KOHTAKTHOMY YCTPOWCTBY CbEMHMKaA

nHdopmaunm, nmbo BCTaBuUTb uaeHTudukatop B  USB-nopt
KOMMNblOTEPa (B 3aBUCUMOCTU oT TMna NCNoNb3yeMoro
naeHTudukaTopa)

- yAaneHne MMeHU, NoA KOTOpbIM MOJsib30BaTe/lb 3aperucTpMpoBaH B
CUCTEME, M3 CMWUCKa 3aperncTpMpoBaHHbIX nosib3oBaTteneirr B IHI
KOHTponnepa «AKkopa»

- conoctasneHne B[l nonb3osatenen B DHIM KOHTponnepa «Akkopa»
C napameTpamMm B[l nonb3oBaTenen MoOACUCTEMbI pa3rpaHUYEeHUs
JOCTyna n y4eTHbIMKX 3annucsamm nonb3oBaTtenen Windows

- 3aperncTtpupoBaTb MoJfib30BaTeNs B MOACUMCTEME pa3rpaHUYeHus
poctyna

- wWHdOpMauus, BbIBOAMMAS Ha AUCNfeln, KoTopas coobuaer o
OeNCTBUAX nonb3oBaTesnisi, 0 COCTOSHWWM MporpaMMbl M HOPMasbHO
3aBeplUeHHbIX AencTBusAX, cbosx B cucteme m ap.

- nepcoHanbHbIi unaeHTUdMKaTop DS-199x («Touch-memory» -
«[MaMaTb KacaHusa») Nonb3oBaTens

- KOJIMYEeCTBO MpOXOA0B CryvamHowm
coaepXxuMoMy anna npu ero yaaneHum

- DHeproHesaBUCMMas NaMsTb KOHTponnepa «Akkopa»™

nocneaoBaTtesibHOCTM Mo
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BBEAEHWUE

MporpaMMHo-anmnapaTHbIA  KOMMJEKC CpeacTB  3awnmTbl  MHboOpMaumm  oOT
HEeCaHKUMOHMpPOBAHHOIo goctyna «Akkopa-Win32» v.4.0 (TY 4012-036-11443195-
2010), panee no TekcTy - komnnekc «Akkopa», MAK C3UN HCL <«Akkopa» wau
KOMMJIEKC - 3TO MPOCTON, HO Ype3BblHYalHO 3P HEKTUBHBLIN KOMMIEKC TEXHUYECKUX U
MPOrpaMMHbIX CpeacTB, WCMNOMb3yS KOTOPbIM MOXHO HaAeXHO 3aWwuTuTb OT
HEeCaHKUMOHMPOBAHHOIo goctyna wuHdgopmauuio Ha CBT, OYHKUMOHMPYHOLWKUX MO4
ynpaeneHnem OC Windows NT/2000/XP/2003/Vista/2008/7/8/8.1/10, 6e3
MoaudunkKaunm npmobpeTeHHbIX NPOorpamMmMHbIX CPeacTB.

Komnnekc obecneuymBaeT Ans Monb30oBaTeNns «npo3payvHblin» pexum paboThbl,
MnpuM KOTOPOM OH, Kak MpaBu/iio, He 3aMe4dyaeT BHEAPEHHOW CUCTEMbI 3alnTbl. TaknM
obpa3oM, gononHuUTenbHas Harpyska, cBsi3aHHas C akcnayataumen C3UM HCH, He
NOXWTCS Ha NoSb30oBaTesil, a 3aMblKaeTCs Ha aaAMUHUCTpaTope 6e30macHOCTU
nHdopmaumm  (agMuHuctpatope bBW). B 3Tom cBaAsu ansa  obecneyeHus
adpdekTnBHoCcTU paboTbl CBT agmMuHuctpatop BU 065s13aH AOCKOHANbHO U3Y4YUTb U
NnpaBuUbHO YNpaBAsaTb BO3MOXHOCTSAMW CUCTEMbI 3alunTbl MHPopMauun ot HCO K
MHdOpMaUMOHHbIM pecypcaM AC, NOCTPOEHHOM Ha 6a3e KoMnaekca «AKKopa».

Komnnekc C31N HCO «Akkopa-Win32» v.4.0. no3BonseT HagexHo obecneunTb:
e 3aLLUMTY OT HECaHKUMOHUpoBaHHoOro aoctyna Kk AC (CBT) n ee pecypcam;

e pasrpaHmyeHne aoctyna kK pecypcam CBT, B T.4. K BHEWHWUM YCTPOMCTBaM,
ynpaBaeHMeM MnoToKaMm WHopMaumm B COOTBETCTBUM C YPOBHEM MOSIHOMOYMUM
nonb3oBaTenen, UCNoab3ys AUCKPEUMOHHbIAN U MaHAATHbLIA Cnocobbl yrnpaBneHus
AOCTYNOM nonb3oBaTenen K MHPopMaLMOHHbIM pecypcam CBT;

¢ 3aLNTY OT HECAHKUMOHMPOBAHHbLIX MoaudUKaUMKM MporpaMM WM AaHHbLIX U
pa3/IM4YHOro poaa NpoHUKarwWwmMx paspywarnwmx sosgencrtenmn (MPB);

e KOHTPOJ/Ib L€/IOCTHOCTU KOHMDUIypaumm TexHnuyecknx cpeacts CBT, nporpamm
N Aa@HHbIX C peanu3aunei NowaroBoro anaroputTMa KOHTPOS LEeNOCTHOCTH;

e CO34aHME Wn30NPOBaHHOM nporpaMmHon cpeabl (MUMC) ¢ ucknwyeHnem
BO3MOXHOCTM HeCaHKUMOHMpoBaHHOro Bbixoga B OC, 3arpydkm ¢ FDD wu
HEeCaHKLUMOHNUPOBAHHOIO NMpepbiBaHUSA KOHTPOJIbHbIX npoueayp C KnasBumaTypsbl;

e BBOA LUMPOKOro rMepedyHss AOMNOSHUTENbHbIX 3alUUMTHbIX MEeXaHU3MOB B
COOTBETCTBMM C MNOAUTUKON WUHGPOPMALUMOHHOM 6e30MacHOCTW, MNPUHATON B
opraHusauuu (Ha npeanpusaTun, dpupme mn T.4.).

He yMansass OOCTOMHCTB KOMMJEKCa, npexae BCero CUMbHOW annapaTHOM
noaaepXKm 60NbLIMHCTBA 3aLUMTHBIX MEXaHM3MOB, HAA4O CKa3aTb, YTO KOMMJIEKC He
MOXEeT pewuTb Bce nNpobnemMbl NO  CO34aHMIO  KOMMJIEKCHOM  3aluuThl
MHMOPMALMOHHBIX CUCTEM. Hago 4eTKO MOHMMAaTb, YTO KOMMNEKC «AKKopA» - 3TO
Wb XOPOLWWA MHCTPYMEHT, Mo3Bonswwmn cnyxbe 6esonacHoOCTM MHMOpMauum
(agMuHucTpaTtopy BW) 3HaunTenbHO npolie U HagexHee pewaTtb OAHY M3 CTOSAWMX
nepen Hen 3agady - 3awmty ot HCA k CBT m uHdOpMaumMoOHHbLIM pecypcam AC,
pasrpaHuyeHue goctyna K obbektaMm goctyna, obecneveHue LEeNOCTHOCTU NporpamMm
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W AAHHbIX B COOTBETCTBMWU C MPUHATOMN B opraHusaumu (Nnpeanpusatuun, dvpme u T.4.)
MNOINTUKON MHPOPMALMOHHON 6e30MacHOCTH.

Ncnonb3oBaHne CBT Cc BHeAgpeHHbIMM CpeAcTBaMM 3alluuTbl KOMMJIEKCA He
TpebyeT WM3MEHEeHMs CyLlecTBylwWwero nporpamMmHoro obecneyeHunsi. Heobxoaumo
VWb KBanuduumpoBaHHOE MpUMEeHeHWe KOMMJeKca - MnpaBubHas YCTAaHOBKA,
HaCTpoMKa M 3KCnayaTauus B COOTBETCTBMM C NPUHATbIMU Ha npeanpusatuu MPO, v
obecrneyeHne opraHM3aLMOHHON MOAAEPXKKN.

Kak noka3sbiBaeT NpakKTUKa AOBOJSIbHO ANMTENbHOr0 NPUMEHEHUsT KOMMEKCoB
C3W HC[ cemeictBa «Akkopa»™, 4yacTo TPYAHOCTM 3aKJHO4YatoTCs B OTCYTCTBUM Y
bonbwmMHCTBA nonb3oBaTenenm (opraHusaumm, upM M T.4.) YCTAHOBIEHHOrO
nopsiika M 4YeTKUX NpaBui pasrpaHMYeHns OoCTyna K 3allMliaeMblM pecypcaM.
Mo3TOMY, MMEHHO BbISICHEHME TOro, Yto U KoMy B CBT AOCTYNHO, @ YTO HET, N Kakue
AOENCTBUS C AOCTYMHbIMU pecypCaMn pa3pelleHOo BbIMOJIHATb, @ Kakue HeT, aBnsieTcs
OCHOBHbIM coAep>XaHneM HeobXxoaAMMON OpraHnU3aLUMOHHOW NOAAEPKKMU.

[ns BbINONHEHMS 3TUX 3a4ad, a Takxe ana obecneyeHmss HenpepbIBHOM
OpraHu3auMoHHOM noAfepXKM paboTbl MPUMEHSEMbIX MNPOrpaMMHO-TEXHUYECKNX
CpeacTB 3alunTbl MHpOpMaLMK, B TOM 4ucie n Komnnekca «Akkopa», Heobxoamma
cneumanbHas cnyxba 6e3onacHoctn uHbopmaumm (CBUN), B  HebonbLimnx
opraHusaumsax u noapasgeneHusax - aaMmHucTpatop 6e3onacHoCTM MHgopMauumm
(agMuHuctpatop BW). Ha CBW (aaMunHuctpatopa BW) Bo3naratoTcs 3agayvm no
OCYLLECTB/IEHUIO €QMHOI0 PyKOBOACTBA, OpraHu3aumm rnpMMeHeHmns CpeacTB 3awmThbl
W ynpasBfieHUs MMKU, a TakKXe KOHTpons 3a cobngeHneM BCeMU KaTeropusiMu
nonb3osatenen TpebosaHunm no obecneveHnto 6e30MacHOCTU WMHAOPMALMOHHbIX
pecypcoB aBTOMaTuM3MpoBaHHbIX cuctem. [lMpasoBon crtatyc CbW, obsa3aHHOCTU WU
HeKoTopble pekoMeHzauuu no opraHmsaunn CbU npuseneHbl B MNpunoxeHun 1.

BHUMAHME! NMpuMmeHeHne KOMMJiekca «AKKopa>» COBMECTHO C
ceptudmumpoBaHHbiMM  nporpamMmMHbiMn  CK3WN w©n  cpeactBaMu  pasrpaHMyeHuns
OOCTyrna no3BONSET 3HAYUTESIbHO CHWU3UTb HArpy3kKy Ha OpraHv3auuoHHble Mepbl,
onpenenseMble yCNnoBUAMU MNpUMEHEHUA 3ISTUX cpeacts. [lpn  3ToM  Kacc
3aLMLEHHOCTM HE CHUXKAETCH.

Ona adpdekTnBHoro npumeHeHuss [MAK C3U «Akkopa» W noaaepXaHus
Tpebyemoro ypoBHS 3awmuieHHocTn CBT HeobxoanMsbil:

e bnsnyeckas oxpaHa CBT wn ee cpeacrs, B T.4. obecneyeHme Mep no
HEM3BIEYEHUIO KOHTPOJI/1IEPA KOMMEKCA;

e ncronb3zosaHne B CBT TexHMYeCKMX M NpPOrpaMmMHbIX  CpPeACTB,
cepTudunumpoBaHHbiX kKak B Cucteme NOCT P, Tak n B cucrteme rocygapCrBeHHOM
cuctembl 6e3onacHocTn nHpopmauun (FC3N);

e [IEPNOANYHECKOE TECTUPOBAHNE CpeaACTB 3allinTbl KOMMJ1EKCA,

e pa3zpaboTka N BeaeHUEe y4YeTHOM M O0O6BHLEKTOBOM AOKYMeHTauun (MHCTPYKUKUS
aAMUHUCTpATOpPa, WMHCTPYKLUMIM Monb3oBaTenen, XXypHan ydyeta MaeHTMduKaTopos u
OTUYy>XAaeMblX HOCUTesnen nonb3oBaTtenen u ap.). Bce paspaboTaHHble y4YeTHblie U
06beKTOBble A4OKYMEHTbl A0/XKHbI 6bITb COrNacoBaHbl, YTBEPXAEHbI Y PYKOBOACTBA U
AOBeAEeHbl A0 COTpyaHMKOB (nonb3oBaTenien). 3To0 HeobxoaAuMMO ANSA TOro, 4Ttobbl
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MnaH 3awmTbl opraHmsauun (nNpeanpuatusa, dupmbl U T.4.) uU genctems CbBU
(agMuHUcTpaTopa bU) nonyumnnn opmanyeckyo oCHOBY.

eripeM B akcnayatauuto TMAK C3UN «Akkopa» odopMnsieTcs akKToM B
yCTaHOB/IEeHHOM nopsaake, B dopMmynspe Ha komnnekc (11443195.4012-036 30)
agMuUHUcTpaTtopoM bW aenaetca cooTBeTCTBYHOWAa OTMETKaA.
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1. Copep>kaHue pabotrbl AAMMHUCTpaTopa 6e3onacHOCTH
nHcpopMaymm no NpMMEeHeHUI0 KOMIJieKkca

OcCHOBHbIM coaepxaHnem paboTbl agMmHucTpatopa bW no npumeHeHuto TMAK
C3UN «Akkopa» ABNAKTCA cnepyrouwme MeponpuUsTUA:

e [NJ1TAaHNPOBaHMNE NPpUMEHEHNA KOMMJ1EKCA,

e OpraHM3auns yCTaHOBKM KOMMJEKCA M HACTpPOMKa €ro 3aluTHbIX CpeacTB B
COOTBETCTBUMN C yCTaHOoBNEHHbIMU [1P/;

e 3kCcnlyaTaumsas CBT ¢ BHeApeHHbIM KOMMJIEKCOM, B T.4., OpraHusauus
KOHTPO/S 33 NMPaBU/IbHOCTbIO MPUMEHEHUS 3aWUTHbIX MEXaHU3MOB KOMMJIEKCa;

e CHATWME 3allnThbl.

1.1. MNnaHnpoBaHue NnpuMeHeHUA KOMMJieKca

MnaHnpoBaHMe NpUMEeHeHUs KOMMeKca «AKKOpA» OCYLUEeCTBASETCS C yYeTOM
obwen nonntukn obecnedveHmss 6e30MacHOCTM B opraHmsaumm (Ha NpeanpusaTuu,
dbupMe n 1.4.). OCHOBHOE coaepXaHue 3TON NONTUKK A0/KHO OoTpaxaTbcs B lNMnaHe
3aWmMTbl OpraHm3aumm (NpeanpusaTtms U T.4.) - AOKYMEHTe, OTpaXkalweM Takxe
noaxoabl K 3awmte uHPoOpMauuMnm N  PUKCUPYIOWEM COCTOSIHME 3allunLLIaeEMOWN
aBTOMaTM3NPOBAHHOM cucTeMbl. B yactm 3awmTbl uMHOpMauMm B  HeEro
uenecoobpasHo BK/KOYATb CBeAEHMS O XapakKTepe W coctaBe obpabaTbiBaeMoW
nHdopMaLmm, coctaBe TeXHUYeCckmnx u nporpammublix cpeacts AC (CBT), BO3MOXHbIX
yrposax cucteme mn Haubonee BepoATHbIX cnocobax WX peanusaumm, onmcaHue
Bbl6paHHbIX MeTOA0B W CpPeACTB 3aluuTbl OT 3TUX Yrpo3, NpaBufia pasrpaHUYeHus
A0CTyna K MHOpMaLUMOHHbIM pecypcaMm U Apyrue Bonpochl.

[Nns HacTpoWMKM CpeacTB 3alUMTbl KOMMAeKca <«AKKOpA» B COOTBETCTBUM C
pa3paboTaHHbIMM U YTBEPXAEHHbIMM B oOpranm3auuun [PO aaMuHuctpatopy BW
HeobXxoaAMMO npeaBapuUTeNbHO BbISSICHUTb M OTPa3nTb B MJlaHe 3awuTbl caeayrouwme
XapaKTepuCcTuku 3awmuaemon cucrtemol (CBT):

e lepeyeHb 3ajay, pellaeMbiX CTPYKTYPHbIMU NoApa3feneHnsaMm opraHmsaumm
(coTpyaHukamu) c ucnonb3osaHmem AC (CBT);

e IETANIbHbLIN MepeyeHb WCNOoMb3yeMbiX MNpU PpeWeHnn Kaxaon 3apauun
nporpamm;

e IETANIbHbLIN MepeyeHb WCNOoMb3yeMbiX MNpU PpeWeHnn Kaxaon 3apauun
(COBMECTHO MUCMOJIb3yeMblX HECKOSIbKMMU 3a4a4vyaMun) AaHHbIX C YKa3aHWeM MeCT UX
pa3sMeLleHuns, pexmmoB 06paboTKn 1 NpaBua AOCTyMNa K HUM;

e KOHOUrypaumnto CBT C ykasaHMEM nNepeyHss WUCNOo/b3yeMbIX TEXHUYECKUX
cpeacTts (NMPUHTEPOB, CKAHEPOB U T.A4.) U NX XapaKTEPUCTUK;

e 1PN UCMOMb30BaHUM KoMnnaekca ansa 3awmtbl JIBC - noapobHbIN nepeyeHb
MMELWMXCA B 3alLMLLIAEMON CeTU cepBepoB, paboumx CTaHUMM U T.4. C YKa3aHUEM
MX CoCTaBa, KOHMUrypauumn, XxapakTepmcTuk UCNOJSb3YEMbIX TEXHUYECKNX CPeaCTB U
MEeCT UX pa3MeLleHuns;
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e NepeyeHb pa3sMmelleHHbiX Ha CBT (kaxaon paboyen ctaHumum JIBC n kaxaom
dannoBoM cepBepe) CUCTEMHbIX WU NPpUKIaAHbIX NporpamMm, dannos n 6a3 AaHHbIX;

e NepeyeHb YCTaHOBMEHHbIX Ha CBT (pabounmx cTaHUMax W cepsepax)
nporpaMMmHbix cpeacts 3awmTbl (CK3W n C3U HCA);

e CINCKM Nonb3oBaTenen CBT C yka3zaHMEM pelaeMbliX UMK 3a4ady 13 obulero
nepeyHs 3agay U nNpenocTaBfieHHbIX MM (B COOTBETCTBMM C MX 06A3aHHOCTSAMMN)
nonHoMouymnm no poctyny B CBT (paboumm craHuusaMm, cepBepam JIBC) w
MHMOPMALMOHHBIM pecypcam.

eHa »3Tane opraHuM3auum CUCTEMbl 3alMTbl M NPUMEHEHUS KOMMJEKca
«AKKOpA» Heobxoammo, wucxoas wu3 uenen 3awmtbl CBT wmn ee cneundukny,
pa3paboTaTb paa AOKYMEHTOB, ONpeaensiowmx:

e MOPAAOK W nMpaBwuia npenocTtaBNieHnsl, WU3MEHEHUSS W  YTBEpPXAEHUs
KOHKPETHbIM AO/IKHOCTHbLIM /JMUOM HeobXoAMMbIX MNOJIHOMOYMM MO A0CTyny K
pecypcam CBT;

e MOPSAOK OpraHM3auun y4yeTta, BblAaun, NCNOb30BAHNA U XPAaHEHUS CbEMHbIX
MArHUTHbIX HOCUTeNnem WHdopMaunu, COAEpPXALMX pEe3epBHblE KOMUU NpoOrpamMm u
JAHHbIX U T.M.;

e NOPSIAOK OOHOBMIEHUS MCNOSIb3YEMbIX BEpCUN, Npuema B 3IKChayaTaumio
HOBbIX CUCTEMHbIX W MPUKAAAHbIX MporpamMMm Ha 3awuwaembix CBT (paboumx
CTaHUMAX, cepBepax) - KTo obnagaeT NpaBOM paspelleHuss Takux AEeUCTBUIN, KTO
OCYLLECTB/ISIET, KTO KOHTPOAMPYEeT, M 4YTO MpuM OSTOM OHU [AOSKHblI Aenatb -
rapaHTupyowmm nx 6esonacHocTb n otcytcreme PIB;

e MOPSAOK MCMNOSIb30BaHUSA, XPAaHEHUSA U KOHTPONS LENOCTHOCTU MPOrpaMMHbIX
NpoAyKTOB;

e MOPSAOK 3aMeHbl W PEMOHTA CpPeACTB BbIYUC/IUTENBHOM TEXHUKWU Ha
3awmwaemon CBT (B AC) - kTO obnagaeT NnpaBoM paspelleHns Taknux AeNCTBUN, KTO
NX OCYLLECTB/ISAET, KTO KOHTPOJIMPYET, U YTO NPU 3TOM OHWU AOJIXKHbI AeNaThb;

e NOPSAOK M NEPUOAMYHOCTb aHanu3a CUCTEMHbIX XXYPHANOB perncrpaumm m
MPUHATUA Mep MO 3aperncTpMpoBaHHbIM  HECAHKLUMOHWPOBAHHbLIM  AENCTBUAM
nonb3oBatenen CBT.

ans peanusaumm BNOCNeaAcTBUMn BO3MOXHOCTM  co3gaHus  nwbomy
nonb3oBaTento M30anMpoBaHHOM nporpamMmHon cpeabl (UMC) Heobxoammo, 4TOOBLI
BbllUEHA3BaHHble [AOKYMEHTbl W MNpaBuia pas3rpaHUYeHns [oCTyna K pecypcam
rapaHTupoBanu:

e CK/IIOYEHME BO3MOXHOCTM AOCTyNa HenpuBUIErMpoBaHHbIX MNOJSib30BaTenen
K Haxogsdwmxcsa B CBT WMHCTpyMeHTalnbHbIM WM TEXHOSIOFMYECKMM nporpamMmmam, C
MOMOLLbIO KOTOPbIX MOXHO NpoaHanusmpoBaTb paboty C3M v npeanpuHSATb MOMbITKY
MX «B3/710Ma» W 06xopa, BHeApeHUs paspyllarolinx MporpaMMHbIX BO34AENCTBUMN
(PMB);

e UCK/IIOYEHNE BO3MOXHOCTM pa3paboTkyM nNporpamMMm B 3allULLEHHOM KOHTYype
CBT (cuctemsbl);

® CKJ1IOHEHNE BO3MOXHOCTU HecaHKLLMOHMpOBaHHOVI MO,CI,VICIDVIKaLl,VIVI "
BHeAPEHNA HECAHKUMOHMNPOBAHHbIX MpOorpamMmmMm;,
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e XKECTKOE OrpaHuyeHue Kpyra vy, obnagarowMMn paclUUpPEHHbIMU UK
HeorpaHMYeHHbIMM MNOTHOMOYMSAMM MO AOCTYMY K 3alUULLAEMbIM pecypcaM.

C y4yeTOM BbllWeCcKa3saHHOro HeobxoaAuMMo TakXe pa3paboTtaTb M BHECTU
HeobXxoaAuMble M3MEeHEHUS BO BCe OpraHmM3alMOHHO-pacnopsauTenbHble AOKYMEHThI
(nonoxeHus o noapasaeneHmax, @GYHKUMOHanbHble 0693aHHOCTM COTPYAHWUKOB,
WHCTPYKUMKM NoNb30oBaTesnen u T.4.) No Bonpocam MHdopMaLMOHHON 6e30NacHOCTU U
npasunam pabotbl Ha CBT (B AC) c BHeApEHHbIMM CpeaCTBaMK 3alMUTbl KOMMIEKCA,
ANENCTBMAM B Cllydae BO3HUKHOBEHWUSA HEWTaTHbIX CUTyaLui.

1.2. YcTaHOBKAa U HacTpoukKa KOMMJieKca

AoMmunHucTpaTtop BU opraHusyeT yCTaHOBKY KOMMAeKca «AKKopAa», ucxoad w3
MPUHATON B  OpraHM3auum  MOJUTUKU  MHPOPMaUMOHHOM  6e30MacHOCTU U
OCYLLECTB/IAET KOHTPOJ/Ib 3@ KAa4YeCTBOM €€ BbIMO/THEHUA.

MopsiAOK  YCTAHOBKM WM HACTPOWMKM  KOMMJeKca B  COOTBETCTBUM C
KOHdUrypaumemn CBT coaepXuTcs B «PykoBoacTee no yCTaHOBKe»
(11443195.4012-036 98).

BHUMAHME! YcTtaHoBKa NporpaMMHbIX CpeACTB KOMMJeKca AO/IXKHA NPOBOAUTLCSA B
NMPUCYTCTBUN agMUHUCTpaTopa bU.

BHUMAHME! Cneayet noMHuTb, 4to B OC cemenctea Windows, HaumMHas Cc Bepcum
Vista, apansep AcXAllow.sys (3anpeT goctyna K obwuM pecypcam) BbIKIOYaET
BECb Bxoaswmin tpadmk Ha PC.

B HacTosdwem pasgene paccMmaTpuMBaeTCcs MOpPsSAOK HACTPOMKWU  3aLUMTHbIX
MEXAHWU3MOB KOMMAeKca B COOTBETCTBMM C MpaBuiaMu pasrpaHMYeHnss AocTyna
(NPA) K WHMOpMauMW, MNPUHATBIMM B OpraHusauumn (Ha npeanpusaTin, dpupme WU
T.4.).

CopepxaHueMm 3ToM paboTbl ABNSETCA Ha3HavyeHue nonb3osatenam CBT
MOJTHOMOYMIA NO AOCTYNy K pecypcaMm B COOTBETCTBUMM C pa3paboTaHHbIMK (K
BO3MOXHO YTOYHEHHbIMM B XOA€ HACTPOMKKM KOMMJeKca) OpraHM3aunoHHO-
pacnopsanTesibHbIMU AOKYMEHTaMM.

MonHoMounsa nonb3oBaTenem no goctyny kK pecypcam AC (CBT) Ha3sHa4atoTcs C
nomoubto nporpamMmbl ACED32.EXE! nyTeM cOOTBETCTBYIOLWEN HACTPONKM

e CPeACTB MAeHTUdMKaUMM U ayTeHTudmMKaumm nonb3oBaTenem, C y4yeToMm
HeobXxoAMMOMN ANIMHbI NAponss U BPEMEHWU €ero >XW3HW, OrpaHUYEeHUEM BpPEMEHMU
aoctyna cybbekTta K CBT;

e MEXAHM3Ma yrnpaB/eHNs AOCTYNOM K pecypcam C UCMosib30BaHneM aTtpubyToBs
AOCTyna, KOTOpble YCTaHaBAMBAKOTCS aAMUHUCTPATOPOM B/ B COOTBETCTBME KaXaAoMn
nape «cybbekT pocTyna - 06beKkT AoCTyna» npu perncrpaunm nosb3oBaTenem
ncxoas M3 nx pyHKUMOHaNbHbIX 0693aHHOCTEN;

! OnucaHune nporpamMMbl M MOPSAOK €€ MPUMEHEHUS - CM. JOKYMEHT "YCcTaHOBKa npasui
pasrpaHnyenusa pocrtyna. Mporpamma ACED32." (11443195.4012-019 97 01), nocraBnseMmbin B
KOMMMIEKTE 3KCMyaTauMOHHON AOKYMEHTaUMM Ha KOMMIEKC
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e CPeacTB KOHTpONS LLeNIOCTHOCTH KPUTUYHbLIX C  TOYKW  3peHus
MHdopMaLmMoHHOM 6e30NacHOCTM NPOrpaMM U AaHHbIX;

e MEXAHM3Ma byHKUMOHaNbLHOro 3aMblKaHus NporpamMMHOW cpeapbl
nonb3oBaTeNel cpeacTBaMm 3alUNTbl KOMMNEKCA;

e MEXAHWU3MOB yrnpaBneHus CTaHAAPTHbIMU npoueaypamm neyaTty,
npoueaypamm BBoAa/BbiBOAA Ha OTUYXXAAEMblE HOCUTENN MHDOPMALIUK;

e IOMNO/THUTENbHbIX 3aLUUTHBLIX MEXaHU3MOB, TakUX KakK 6/710KMpoBaHWE 3KpaHa
M KnaBuaTypbl B CNyyasix, B KOTOpbIX MOryT peann3oBbiBaTbCs Yrpo3bl
nHdopMaumMn, a TakKXe nodayn COOTBETCTBYHOLWMX 3BYKOBbIX W BM3YasibHbIX
CUIrHaNoB Npu NONbITKax HeECAaHKLUMOHMPOBAHHOro Aoctyna kK CBT n ee pecypcam.

1.3. OkcnayaTauma KOMIuUieKkca

Mpn 3KkcnnyataumMm KOMMeKCca aaMuHucTpaTtop bW pewaeTr cneaywowume
3a/la4u:

e MOAJEPXUBAET CPEACTBa 3alUMThbl KOMMJiekca B paboTocnoco6HOM COCTOSIHUM
N KOHTPONIMPYET NPaBUNbHOCTb UX PaboThbl;

e MPOM3BOAUT W3MEHEHUSI B HACTPOMKe CpeAcTB 3alluMTbl KOMMJEKCA Ha
OCHOBaHMM W B MOSIHOM COOTBETCTBUM C W3MEHEHUAMU NpPaBWUN pasrpaHUYEHUS
poctyna. OHM MoOryT ObiTb BbI3BaHbl pPa3/IMYHbIMKM  MAPUUYMHAMU, HaNpUMep,
M3MEHEHMEM COCTaBa MoO/Sb30BaTeNEeN, WX [AO/MKHOCTHbIX U  (QYHKLUMOHANbHbIX
06513aHHOCTEN, pacClIMPEHMEM HOMEHKNATYpPbl WCMOJb3YEMbIX TEXHUYECKUX WU
NporpaMMHbIX CPeAcTB, 3a4ay v T.M.

e OCYLLECTBNSAET TEKYWMUN KOHTponb 3a pabotonm nonb3oBatenem CBT c
BHeApPEHHbIMM CpeACTBaMU 3alLUMTbl KOMMNEKCa;

e aHANM3NPYET COAEPXKMMOE XypHana peructpaumm cobbiTuin, opMupyemMoro
cpeacTtBamMM KOMMJEKCa M Ha 3TOM OCHOBe BblipabaTbiBaeT npennoXeHus no
COBEPLUEHCTBOBAHMIO  3aWMTHbIX  MEXaHWU3MOB, peanM3yeMblXx  CcpeacTBaMu
KoMniekca, npuHuMMaeT Heobxoaummbie Mepbl MO COBEPLIEHCTBOBAHUID CUCTEMbI
3aWmMTbl MHOPMaALMKM B LLEIOM.

BHMMAHME! HenpepblBHass OpraHu3auMoHHas noaaepxka GOYHKLMOHNPOBAHUS
CpeAacTB 3aWmMTbl KOMMJAeKca npeanonaraetr obecneveHue cCTpororo cobnatopeHus
BCeMU nosib3oBatensmu tpebosaHnn CbN (agmmnHucTpatopa BU).

1.4. CHATHne 3almThbl

CHaTume (oTKNoYeHMe) cpeacTB 3alnTbl KOMMEKCa MOXET notpeboBaTtbcsa Ans
YCTQHOBKM Ha >XECTKUA AWUCK KOMMbTepa Kakoro-nnbéo HOBOro nporpamMHOro
obecneyeHuns - onepaunMoHHON cUCTEMBbI, NpuknagHoro MO u T.4.

BHMUMAHME! CHaTMe 3aWwnTbl paspeweHo TOoNIbKO  aaMuHucTpaTtopy bBU
(cynepsuzopy).

AN cHATUA 3aWuTbl aAMUHUCTpaTopy BN HeobxoanMo oTKAOUYNTL NOACUCTEMY
pa3rpaHUYeHns AOoCTymna U CHATb anmnapaTHY YacTb KOMMAEKca, AN Yero cneayer:
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1) 3arpy3utb CBT 1 BOMTK B CMCTEMY C NapamMeTpamMu agMUHMUCTpaTopa bU.

2) 3anyctuTtb nporpammy ACSETUP.EXE n3 kaTtanora C:\ACCORD.NT. lNMpwn aTtoM
3anpalunBaeTcs naeHTudukaTop aaMmHucTpaTopa by.

3) Echn  mnpeHTuduMKaumMs npowna  ychnewHo, TO Ha 3KpaHe MnosAB/SETCS
ANANoroBoe OKHO, MOKasaHHOe Ha pucyHke 1.

4) B nyHkTe MeH <«KoMaHabl» cneayer BbibpaTb NOANYHKT «CHATUE» W
BbIMO/IHUTb AENCTBUS, PEKOMEHAYEMbIEe NporpaMmon. lNocne BbINOJHEHUS KOMaHAbI
«CHATME» noaCcuCTeMa pasrpaHMyeHnsa aoctyna 6yaer OTKAw4YeHa, U npwu
cnepywouwen 3arpyske He byaet aktuBuampoBaTbcsa. Katanor ACCORD.NT ocTtaeTtcs
Ha >XecTkoM aucke. Npn HeobXoaAMMOCTU MOXHO MONHOCTbI AeuHcTannauposaTtb MO
KoMnnekca. B naHenn ynpaeneHus BblbupaeM «[lporpaMmMbl M KOMMOHEHTbI»,
HaxoamM wn BblaenseMm cTpoky <«Komnnekc C3M HCA Akkopa-Win32», panee
KOMaHaa «YaanuTb».

&2 Hacrpoiika Komnaekc C3K HC,[ta:hxmpﬂ—vW|n32n

Dain  Komaugel [Mapamerper  [Nomows
CocToAHkHe: Mpu cTapre:
AKEOpO YCTAHOENEH; Na CNpalMEaTE paspeleHMe: r
Bepoua AcRun sy 4019 MNepezarpyska NPl oMK 8k [
Bepcouwa AcGina.dl: 4027 ABTOMATHYECEMA norkd & OC: ~
MNpoeepare BOOT cektopa: [w
Monaepsxka USE knaeuatypen [
b ExaHEMEl PAZMDAHMYEHMA AOCTYNE: CHHEpOHWEALMA;
v Dk pedoHHER C dazoi AM I3
| MaHaaTHBE L Gazol nonbsoeatensd MT: v
[ HpanATe HESaper. NoNES0EITENEN; I
MaeHT MUK ATOR: AupHan EoraHa;
CTpaHuUa B MIEHT MK STOpE; 0 =

PucyHok 1 - OKHO ycTaHOBKM/yAaNneHnsa NnoaCUCTEMbI pa3srpaHMYeHUsa AOCTyna KOMMNJeKca
«Akkoppa»

5) lanee HeobxoanMoO OTKI4YUTb NuTaHne CBT.
6) BckpbITb KOpnyc cucteMHoro 6noka CBT.
7) N3Bneyb annapaTHY YacTb KoMniekca (KOHTposiep).
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2. OCHOBHbIEe MeXaHU3Mbl peasin3aumm 3alUTHbIX PYHKLUN
KOMMJIeKca

3alMTHble MEXAaHMU3Mbl KOMMeKca «AKKoOpA» peanin3doBaHbl B COOTBETCTBUMU C
TpeboBaHUAMM «P/. ABTOMaTMU3UpPOBAHHbIE CUCTEMBDI. 3awuTa oT
HECAHKLMOHMPOBAHHOIO [ocTyna K nHdopMaumn. Knaccndunkaums
aBTOMATU3MPOBAHHbLIX CUCTEM WU TpeboBaHMA NO 3awmTte MHPopMauuun.», mn <«PL.
CpeacrtBa BbIYUCAUTENBHOM TEXHUKWU. 3allmMTa OT HECAHKLMOHUPOBAHHOIO AOCTYMNa K
nHdopmaumn. lNokasatenn 3aWwUEHHOCTU OT HECaHKUMOHMPOBAHHONO AO0CTyna K
nHdopmaumn.» lFoctexkomuccmsa Poccumn, 1998. Peanmsaums 3almTHbIX DYHKUUN
BbIMOJIHEHA B COOTBETCTBUWU C TpeboBaHuam no knaccy 1B ana AC mn 3-My knaccy
ansa CBT.

Huxe onucaHbl 3alnUTHbIe MEXaHU3Mbl KoMnekca «Akkopa-Win32» no cxeme:
«TpeboBaHue - peanusaymsa».

2.1. TpeboBaHne naeHTudpukKkaumm n ayteHTupmkaumm

B cooTBeTCTBMM C HOPMATUBHbIMM LOKYMEHTaMW, KOMMJIEKC CPeACTB 3aluuTbl
(KC3) pomxkeH TpebosaTb OT nonb3oBatenen wuaeHTuduunmposaTtb ceba npwu
3anpocax Ha pgoctyn. KC3 pomxeH noasepratb MNpoBepke MOAJIMHHOCTb
naeHTnduKaTopa cybbekTa - OCyWecTBAATb ayTeHTUdukaumwo. KC3  gonxkeH
pacnonaratb Heob6xoAMMbIMM AaHHbLIMW AN9 UAEHTUDUKAUMKM N ayTeHTUdUKaLUUK.
KC3 pomxeH npensaTtcTBoBaTb  AOCTyny K 3aliMulaeMblM  pecypcaMm  He
MAEHTUDULMPOBAHHLIX MNOSb30BaTesie M Nofb3oBaTenen, 4Ybs MNOASIMHHOCTL MNpwU
ayTeHTuduKaumm He noareepaunace. B TpeboBaHumsax k AC yka3blBaeTcs
MUHUMANbHasa ANMHA Naposisl, KOTopas AOJ/HKHA COCTaBNsATb He MeHee 6 6yKBEHHO-
UM pOBbIX CUMBOJIOB.

Peanunzayuns

Peanunsauyma 3tux TpeboBaHM CBsA3aHa C BbIMOJIHEHWEM YCNOBUI CO34aHUSA
M30/1MPOBAHHOW NporpaMMHon cpeabl (cM. OnncaHue npmmeHeHmns. 11443195.4012-
036 31), B TOM yucne:

1) UopeHTndmKauma [OMKHA BbIMOMHATLCS TPYAHO KOMMPYEMbIM YHWKAsbHbIM
MAEHTNHUKATOPOM A0 3arpy3ku onepaLmoOHHON CUCTEMBI.

2) AyTeHTnduKaumsa [Oo/HKHA BbINOAHATbCA C  obecneyeHneM 3aluTbl  OT
pacKpbITUSA Napons - No KpanHen Mepe, Naposb AO/KeH 6bITb AOCTAaTOYHOW ANIMHbI U
NPOBEPSATLCA OH AOJIHKEH TakxXXe A0 3arpy3ku onepaunoHHon cucrtembl (OC).

3) AomkeH obecneuynmBaTbCAa KOHTPOJIb LEOCTHOCTM NMPOrpaMM U AaHHbIX U Ha
3TOW OCHOBE 3aluMTa OT HECAHKLUMOHMPOBAHHbIX MOAUMUKALUNA NpOorpamMM U AaHHbIX
(c ocywecTB/ieHMEM OCHOBHbIX KOHTPOJIbHbIX YyHKUMK Ao 3arpy3km OC).

4) B coctaBe cpeacts 3awmtbl oT HCA AonkHbl 6bITb CpeacTBa, No3sonswwme
obecneunTb KOHTPONb 3anycka 3agady WM Ha 3TOM OCHOBe (QYHKUWOHaANbHOE
3aMblKaHue MHMOPMaLMOHHbIX CUCTEM C UCKTIOYEHNEM BO3MOXXHOCTH
HecaHKUMOHUpoBaHHOro Bbixoaa B OC.
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OCobeHHOCTbIO W, HECOMHEHHO, TMpPeMMyLWEeCcTBOM KOMMAeKca <«AKKopa»
ABNSIeTCA NpoBeAeHME Ha annapaTHOM YpoBHe nmpoueayp uaeHTudumkaumm u
ayTeHTUdUKaumm A0 3arpyskm onepaunmoHHOM cucTteMbl. ITo obecneumBaeTcs nNpwu
MOMOLLKM MporpaMMmHoro obecnevyeHus, 3anMCaHHOro B dHeproHesaBucmMmon asLWw-
namMAaTn naaTbl KOHTposinepa «Akkopa-AM/3» 13 cocTaBa KoMriekca «AKKopa».

BcTpoeHHoe MO «Akkopa-AMO3» M3 cocTtaBa KoMniekca «AKKopa» nonydaet
ynpaBneHue Ha cebsa BO BpeMs TakK Ha3biBaemown npoueaypbl ROM-Scan, cyTb
KOTOPOM 3aKJIl0YaeTCHa B ClieAyOWeEM:

B npouecce HayanbHOro CtapTa nocse NpoBepKM OCHOBHOro obopynoBaHus
BIOS komnbloTepa HauymMHaeT noumck BHewHux M3Y B agmanasoHe ot C800:0000 po
E000:0000 c warom B 2K. lpusHakoM Hanuuuma [3Y gBngerTca Hanumuue cnoBa
AA55H B nepBoM cnoBe npoBepseMoro wuHTepsana. EcCAM AaHHbIM  NpU3HaK
obHapyXxeH, TO B cneaywouweMm bante coaepxutca annHa MN3Y B cTtpaHuuax no 512
6anT. 3aTeM BblUMCNSAETCS KOHTpPOJSibHas cyMma Bcero N3Y, u ecnm OHa KOppeKTHa -
byaetr npou3BeaeH BbI30OB Mpoueaypbi, pacnonoxeHHonm B lM3Y co cmeweHuem 3.
Takaa npoueaypa o06bl4HO wucnonb3lyeTcs An8 wuHuumanusaumm BIOS nnat
pacwunpeHusa. C3UN «Akkopa» B 3TOW npoueaype npoBoAUT MAEHTUDUKAUMIO WU
ayTeHTUdUKALMIO MOSb30BaTeNs, KOHTPOSb LENOCTHOCTM annapaTHon 4yactm CBT,
nporpamMMm u AaHHbiX. MNpu nobon owmnbke BoO3BpaT M3 Mpoueaypbl HE MPOUCXOAUT,
T.e. 3arpy3Ka BbIMOJIHATLCA He byaerT.

CTOMKOCTb npoueayp waeHTUdUKauMM n ayTeHTudukaumm onpenensercs
annHon napons. [lpumep pacyeta TpebyeMon ANMHbI Naponss npuBedeH B
«OnncaHun npumeHeHmns» (11443195.4012-036 31). OTMeTMM, 4YTO B KOMMJeKce
«AKKOpA», WUCMOMb3YKTCA WU HEKOTOopble AOMOSIHUTENIbHblE MeXaHW3Mbl 3aluTbl OT
HCO Kk koMmnblTepy. Tak, B 4YaCTHOCTW, ANs Nonb3oBaTens agMuHucTtpatop bBU
MOXET YCTaHOBUTb:

e BpeEM4A XMU3HUN MNaposiada M €ero MMHUMaJibHYKO AJIMHY - HanpuMmep, ncxoaa U3
pacyeToB, NpUBEAEHHBIX BbILUE,

e BDEMEHHbIE OrpaHMYeHUs - WHTepBan BpPeMeHM no AHAM Hegenun (c
anckpetHoctbto 30 MMH), B KOTOpbiM pa3peweHa 3arpy3ka CBT AaHHbIM
nonb3oBatenem (cybbekToM aoctyna);

e MapaMeTpbl YyNpaB/eHUS DSKpPaHOM - raweHue »3KpaHa 4yepe3 3apaHee
onpeneneHHbIn nHTEpBan BpeMeHW (B cny4yae, ecianM B TeyeHue YyKasaHHoro
WHTepBasa AENCTBUS ONepaToOpoOM He BbIMONHAAUCD);

e [104a4Ya COOTBETCTBYHLLNX 3BYKOBbIX U BU3YyaJZibHbIX CUTHAJ10B.

2.2. TpeboBaHMe rapaHTUM NpPoOEeKTUPOBaHUSA

Ha HayanbHOM 3Tane npoekTupoBaHus KC3 po/kHa CTPOUTbLCS MoOAenNb
3aluMThl, 3ajatolas NPUHUUN pasrpaHMYeHnss AoCTyrna M MexXaHM3M ynpaB/ieHus
AOCTYrNoM. DTa MOAesb A0I)KHA CoAepXaTh:

e HEMPOTUBOpPEUMBbIE NpaBuia nameHeHus MN°PA;
e NpaBuna paboTbl C yCTpoOMCTBamMm BBOAA M BbIBOAA;
e hOpManbHYO MOAENb MEXaHMU3Ma YNpaBeHUs A4OCTYMNOM.
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[lokHa npeanaratbCa  BblCOKOypoBHeBas cneumdukauma dactn  KC3,
peanun3yrowero MexaHW3M yrnpaBneHuss [OCTYyNoM u ero wuHTepdencos. ITa
cneundukauma [omKHa O6biTb BepuduUuMpOBaHa Ha COOTBETCTBME 3afaHHbIX
MPUHUMMOB pa3rpaHUYeHmns AOoCTyna.

Peannzayns
OnucaHne nonbitok HCA B cpeae Windows

B naHHOM cnydyae umeeTtcsa B Bmay Bce cemenctso OC Windows, NOCTPOEHHbIX
Ha TexHosnormm NT - Windows NT/2000/XP/2003/Vista/2008/7/8/8.1/10. MNonbIiTKK
HEeCaHKLUMOHNUPOBAHHOIO AOCTyna MOryT 6biTb NpoBeAEHbl Yepes:

1) Onepaunn dannoBon CUCTEMbI

MopobHble onepaumn Hambonee yacto BCcTpedarTcsa npm pabote ¢ Windows. K
HWUM OTHOCSATCS MOMNbITKW YTEeHUs, 3anucu, mogmdukaummn n 1.4. Ganios 1 KaTanoros
nokanbHon wnn ceteson CBT. OTCyTCTBME KOHTPOASA Hah TakKMMM MOMbITKaMU
Mno3BOJISET HEeaBTOPM3OBAHHOMY MOSb30BATEND MOMAYyYUTb A0CTyn K  nrobon
nHdopmaumm Haxoaswencs s CBT.

2) Onepauunmn paboTbl ¢ peectpoM Windows.

DT onepaumm npenocTaBfsAlOT BO3MOXHOCTb A/ HECaHKUMOHWMPOBAHHOIMO
AOCTyna W HapyweHUss UenoCTHOCTM CcucteMbl (NoagMeHa CUCTeMHbIX annios,
BHeApeHMe BpPeaOHOCHbLIX nporpamm). lNepexsaTuB onepaumn paboTbl C peecTpoM
Windows, MOXHO aHanu3MpoBaTb 3anpockl U nNpecekaTtb nonbiTkn HCA.

3) 3arpy3ka Moayfen v 3anyck nporpaMm.

MepexBaTuUB 3arpy3ky MOAY/IEM MOXHO OTCNeauTb/3anpeTuTb 3arpysky
ctopoHHux moaynen (EXE, DLL, VXD, SYS) B cucrteme, 4To Mno3BonsieT msbexatb
MOAMEHbI CUCTEMHbIX MoAaynen. MNepexBaTmB 3anyCcK UCMOMHAEMbIX MOAYEN, MOXHO
oTcneanTb/3anpeTuTb 3anyck CTOPOHHUX MNpPOLECCOB B CUCTEME, YTO MO3BONSAET
n3bexaTb 3anycka BpeAoOHOCHbIX MporpamMm.

Pa6ora gpaviepa ACRUN.SYS

OnepaunoHHble cuctembl Windows NT/2000/XP/2003/Vista/2008/7/8/8.1/10
MMEIOT ABYXYPOBHEBYIO apXUTEKTYPY:

1) CuctemHbin ypoBeHb (kernel mode) - nmeeTt AocTyn K annapaTHOMY YPOBHIO
nmnbo yepes nNopTbl BoAA/BbIBOAA NMOO Yepe3 3ape3epBuUpoOBaHHbIe 06/1aCTN NaMATH;

2) Monb3oBaTenbCckun ypoBeHb (user mode) - 06bl4HO (MUCKAOUYEHUE
cocTtaBnsieT, noxanymn Win9x) He nMeeT nNpamMoro AoCTyna K annapatHOMY YPOBHIO a
AOCTYN K CUCTEMHOMY YPOBHIO OCYLLECTBNSAETCA Yepe3 CUCTEMHbIE BbI30BbI;

Monb3oBaTeNnb WMMEEeT AOCTYyN TO/IbKO KO BTOPOMY - TMOJSIb30BaTE/IbCKOMY.
OuyeBMAHO, YTO KOHTPOJIb AOCTYNa K pecypcaM Nnyylle OCYyLeCTBNATb Ha CUCTEMHOM
ypoBHe. EAMHCTBEHHbLIM CrMOCO6OM 3acTaBUTb Hall KOoA MCNONHATLCA B kernel mode
3TO NOMECTUTb 3TOT KoA B ApamBep. ApanBep 310 dakTnyeckm 4vactb aapa OC co
BCEMU BbITEKAKOLWMMM OTCHOAA NOCNEACTBUAMMU.

TakmMm obpasom, 3arpy3mB CBOW ApanBep U NepexsaTms, K NpuMepy, onepaumm
dannoBon CUCTEMbI NOSABASETCS BO3MOXHOCTb:

1) NnepexBaTbiBaTb Onepaumu CO34aHus, OTKPbITUS, 4YTeHUS, 3anmcu B abon
dann (y Hac npuBunernn sgpa CUCTemsbl);
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2) nepexBaTbiBaTb Onepaunm CKaHMpOBaHUS KaTasioros;

3) nepeHanpaensaTb dannosblie onepaumn (Hanpumep nepeHanpasuTb BbIBOA B
log-cann).

B HaweM gpaneepe nepexsaT A0OCTyna K panioBon CUCTEME, BbIMNOJHEH NYTEM
nepexsata CUCTEMHbIX BbI30OBOB siApa, MepexBaTbiBalOTCsA crneayruwme CUCTEMHbIE

dyHKUNN:
e ZWCreateFile - co3gaHne unn OTKpbITUE CcywecTBYyWwmMx obbekToB (dannos,
nanok, ApanBepos...);

e ZWOpenFile - oTKpblITME cCywecTBywOwWwmx ob6bbekToB (dhannos, nanok,
ApanBepos...);

e ZwCreateSection - co3gaHune HoBoro npouecca Win32;

e ZWwSetInformationFile - nepenmeHoBaHne 06bEKTOB, YAaneHne o6beKTOB;
e ZwDeleteFile - ynaneHne o6beKTOB;

e ZWWriteFile — 3anuncb nHdpopmaumm B 06bHEKT;

e ZWQueryDirectoryFile — npocMOTp coaep>XMMOro nanku;

e ZWSetSystemTime — yCTaHOBKa CUCTEMHOIO BpeEMEHU, AaThbl;
e ZwDeleteKey - yaaneHue knwo4a peecrtpa;

e ZWOpenKey — OTKpbITUE KJIlO4a peecTpa;

e ZWCreateKey - co3gaHune Ksto4va peecTpa;

e ZwDeleteValueKey - yaaneHne nepeMeHHON peecTpa;

e ZWSetValueKey - ycTaHOBKa 3Ha4YeHUS NepeMeHHON peecTpa;
e ZWQueryValueKey — yTeHne 3Ha4yeHnss NepeMeHHOn peecTpa;
e ZWClose — 3aKkpbiTne 06bEKT];

e ExFreePool, ExFreePoolWithTag — ocsoboxaeHne namartu.

Moyt BCe NofobHbIe BbI30BbI (ZW*) uMeloT B Tene dyHKuMmn cnegyroulee:
mov eax, NumberFunction

lea edx, [esp+04h]

int 2eh,

roe  NumberFunction ectb HOMep Bbi3biBaeMon dyHKuMn B Tabnuue
CUCTEMHbIX CEepBUCOB, KOTOpas HaxoAUTCA Mo agpecy, coaepxawemycs B
rnobanbHom nepemMeHHoun KeServiceDescriptorTable.  [JaHHas rnepeMeHHas
yKa3blBaeT Ha Cneayowyr CTPYKTYpY:

typedef struct SystemServiceDescriptorTable

{

SSD SystemServiceDescriptors[4];

} SSDT, *LPSSDT;

Huxe npuBoasaTCA ONMMUCAHUSA OCTalbHbIX CTPYKTYp:
typedef VOID *SSTAT[];

typedef unsigned char SSTPT[];
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typedef SSTAT *LPSSTAT;

typedef SSTPT *LPSSTPT;

typedef struct SystemServiceDescriptor

{

LPSSTAT IpSystemServiceTableAddressTable;
ULONG dwFirstServicelndex;

ULONG dwSystemServiceTableNumEntries;
LPSSTPT IpSystemServiceTableParameterTable;
¥ SSD, *LPSSD;

DescriptorTable Ha koTopyto yka3biBaeT KeServiceDescriptorTable gocTtynHa
n3 KernelMode.

ba3oBble  cepBuChbI aapa HaxoaaTcs B KeServiceDescriptorTable-
>SystemServiceDescriptors[0].

Kaxablh 3nemMeHT Tabnuubl npeacraBnser cobom CcTpykTypy Tuna SSD,
KOTOpasi COAEPXUT crieaytowme gaHHbIE:

e [pSystemServiceTableAddressTable - maccuB aapecoB GYyHKUMW, KOTOpbIe
BbI3bIBAKOTCS MPU COOTBETCTBYIOLLLEM BbI30OBE CEpPBMUCA A4pa;

e dwFirstServicelndex - cTtapToBbI nHAeKC B Tabnuue agpecoB GyHKUUN;
e dwSystemServiceTableNumEntries - KonnM4ecTBO CEPBUCOB;

e |[pSystemServiceTableParameterTable - maccuB  6anT  coaepikalimnx
kKonunyectBo 6anT KOoTOpoe HeobxoaAMMO BbIAENUTb Ha CTEeKe ANg nepepayn
napameTpoB B PYyHKLUMUIO.

TakuMm o6pa3oM, 4YTobbl NepexBaTUTb CEPBUC sSApa, AOCTAaTOYHO 3aMEHUTb B
KeServiceDescriptorTable> SystemServiceDescriptors[0] B mMaccuse
IpSystemServiceTableAddressTable Hy>XHbIN aapec Ha CBOW.

2.3. TpeboBaHMue peanmsaumm AUCKPELNOHHOIo MexaHusMma
pasrpaHu4YeHus gocrtyna

KC3 pomkeH  KOHTpOAMpoBaTb  AOCTYN  HaMMEHOBaHHbIX  CybbekToB
(nonb3oBaTtenen) K HauMMeHoOBaHHbIM obbekTaM (dannam, nporpamMmaMm, TOMaM WU
T.4.).

KoHTponb AocTyna Ao/mKeH 6biTb MPUMEHUM K KaXAOMy OOBLEKTY U KaXAoMy
cybbekTy (MHAMBMAY WKW Fpynne paBHOMNPaBHbIX MHANBUAOB).

Ona kaxgon napbl (cybbekT - 06bekT) B CBT Ao/mkHO 6bITb 3a4aHO sSiBHOE U
HeABYCMbIC/IEHHOE NepevyncrieHne AonycTuMbIX TUMOB AoCTyna (4YmMTaTb, NUcCaTb U
T.4.), T.e. Tex TWUNOB A0CTyna, KOTOpble SABASKTCA CaHKLMOHMPOBAHHbLIMW AN1S
AaHHOro cybbekTta (MHAMBMAA WAW FPYMNnbl MHAMBMAOB) K AaHHOMY pecypcy CBT
(o6BbeKTy).

MexaHu3M, peanusylwmin AUCKPELNOHHbLIA MPUHLMN  KOHTPONS A0CTyna,
DO/MHKEeH npefycMaTpumBaTb BO3MOXHOCTM CAHKUMOHMPOBAHHOIO uaMmeHeHusa [P, B
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TOM 4YuCrie BO3MOXHOCTb CaHKLMOHMPOBAHHOIO M3MEHEHUS CAMCKa Mosib3oBaTenen
CBT wn cnucka 3awmwaemMblx obbekToB. [lpaBa wu3MeHaTb [P AOMXKHbI
NnpeaocTaBNATLCS BblAesieHHbIM cybbekTaM (agMUHUCTpaunmn, cnyxbe 6esonacHoCTH
n T.4.). JOMKHbI 6bITb NpeaycMOTpeHbl CpeacTBa ynpaslfieHUs, orpaHuuuBatowme
pacnpocTpaHeHue npas Ha AOCTYyn.

Peannzayuns

Ons peanu3aunMnm AUCKPELMOHHONO MexaHuM3Ma pasrpaHmyeHuss AocTyna
Heob6xoAMMO NO KpaMHEW Mepe KOHKPETU3MPOBATb TEPMWUHbI, WCMNOJSIb3yYEMbIE B
dopManbHOM onucaHmn. [llpu 3ToM uUenecoobpasHO WUCXOAUTb W3 TOro, 4TO
noslyyeHHass Moaenb AO/IXKHA, C OAHOM CTOPOHbI, 6bITb MOHATHA MNONb30OBaTeENt), C
ApYron - He orpaHMymBaTb MOMb30BaTENS B peanu3aunn npoueayp pasrpaHnyeHus
AOCTyna W KakK MOXHO 6numxe CcOOTBETCTBOBAaTb OCOOBEHHOCTSM apXUTEKTYpbI
TEXHUYECKNUX CpeacTB KoMMbikoTepa M 0COBEHHOCTSAM onepaunmoHHon cuctembl. C
3TOM TOYKM 3peHnsa HeobxoauMmo onpenennTb, 4YTO UenecoobpasHo BbibpaTb B
KayecTtBe 06BbEKTOB pa3rpaHuyeHus A0CTyrna, U Kakue AONyCTUMblE TuUMbl AOCTYMNa
uenecoobpasHoO NCNoONb30BaThb.

Cnegyer OTMETUTbL, 4YTO B KayectBe ob6bektoB B 6onbwunHcTtBe OC
NCNoNb3YyKTCHA: AUCKN — KaTanoru (nankn) - dannoel (3agaun).

Boibop TunoB pgoctyna uenecoobpasHo cBA3aTtb € dyHkumamm  OC,
nocpeacTBOM KOTOpPbIX OCYLWECTBASAETCA AOCTYyn K pecypcam. [lepexBaT BbI30BOB
3TnX MGYHKUMIK NO3BONUT peanm3oBaTb NP Ana SBHbIX AENCTBUI MOMb30BaTenNs.

Peanuzauma TPl Ans CKpbITbIX AEWCTBMM MNOSb30BaTeNnss MOXeT ObiTb
OCYLLEeCTBJ/IEHA 3@ CYET OrpaHUYeHUsa nepedyHsa 3agay, KoTopble Mosb30oBaTeNlb UMeeT
npaBo 3anyckatb. IJTO O3HayaeT, 4Jto cpeactea [P A0MKHbI coaepXxaTb
BO3MOXHOCTb $IBHOMO W HEABYCMbIC/IEHHONO OMNWCaHUA nepedyHa 3agad, 3anyck
KOTOPbIX pa3peleH Nosb30BaTesno, U CPeaACTB KOHTPOJIA 3@ MCMNOSIb30BAHMEM ITUX
3a4a4. ®opMMpoBaHME MNepeyHsa AO0/HKHO OCYWeCTBNAATbLCA aaMUHUCTpaTtopoM BU B
nopsiake, npefycMoTpeHHOM ans dopMnpoBaHns n nameHenus MPA.

B koMnnekc <«AKKOpA» AWUCKPEUMOHHble npaBwuia pas3rpaHuUYeHns [ocTyna
yCTaHaB/MBAOTCA  MNpuUcBoeHMeM obbekTaM  goctyna aTtpubyTtoB  gocTyna.
YCcTaHOBNEHHbIN aTpnbyT O03Ha4aeT, 4YTo onpeaensiemas aTpubyTom onepauns MoXeT
BbIMO/IHATLCA HaA AaHHbIM 06bekTOM. B KoMnnekce npuUMEHSATCA cieaytowme
aTpubyThI:

e R - OTKpbITME hanoB ANa YTEHUS;

e W - OTKpbITME hpannoB ANns 3anucu;

e O - nogmMeHa aTpubyTa R aTpnbytamm RW Ha 3Tane oTKpbITUSa danna;
e C - co3gaHune dannos;

e D - yananeHune cdannos;

e N - nepenmeHoBaHne dhannoB M NOAKATANIOr0B;

e\ - BUAMMOCTb (Hannos;

e M - co3gaHue KaTasioros;

e E - ynaneHue kaTtanoros;
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e N — NepeMMeHoBaHMe KaTasoros;
e G - 4OCTYNHOCTb A@HHOro KaTtanora (T.e. nepexos K HEMY);

e X - NICNOJTHEHWE 334aM;

e S - HacnegoBaHMe nogkaTtanoramm aTtpnbyToB poaMTENbCKOro KaTtanora;

YcTaHOB/EHHbIe aTpunbyThl onpenensawT Ba)XHENLWYO yacTb nea
nonb3osatensa. OT npaBuabHOCTM BbibOpa M YyCTaHOBKWU aTpubyToB BO MHOIOM
3aBUcUT addekTuBHoCcTb pabotbl C3U. B 3TOM CBSA3M aAMUMHWUCTPATOP CAYX6bl
6e30nacHOCTM MHpOpPMaUMM LOSKEH SICHO MPEeACcTaBnsTb, OT Yero U KakK 3aBUCUT
BbibOp aTpmbyToB, Ha3HadaeMblx O06bekTaM, K KOTOpPbIM MWMeeT AOCTyn
nonb3oBatenb. Kak MWHMMYM, HeEO6XO0AMMO WU3YUYUTb MNPUHLUMUMN pa3rpaHUYEeHuns
AOCTyna C nMOMOWbIK AaHHbIX aTpubyToB, a TakXxe o0cobeHHOCTU paboThl
NMporpaMMHbIX CpeacTB, KOoTopble 6yayT NpuMeHSATbCA nosb3oBaTenem npu pabore.

CneumanbHass nporpaMmMa - pedakTtop nNpaB  AoCTyna, MNo3BonsieT
aaMunHuUcTpaTopy bW ang kaxxaon napbl cybbekT - 06beKkT onpeaennTb:
Ans AnckoB:

e IOCTYMHOCTb, T.€. MOJIb30BATENO AOCTYMHblI TONIbKO Te JIoOrMyeckue AUCKMU,
KOTOpble ABHO onucaHbl B MNP;

Ans karanora:
e JOCTYNHOCTb (Nepexon K AaHHOMY KaTanory);

e BUAMMOCTb (AaHHbIN KaTanor 6yaer BuaeH nonb3oBaTento u3 dannoBbiX
obonouek TMna Windows Commander unu Explorer);

e HAc/egoOBaHMe nogkaTtanoramm atpubyToB KaTanora;
Ans cogep>xMMoro karasora:

e CO3JaHMe NoaKaTanoros;

e yAaNneHne noaKaTanoros;

e lepeMMeHOoBaHMe NoAKaTanoros;

e OTKpPbITME hannosB ANd 3anucu;

e OTKpPbITME (hanNoB ANA YTEHUS;

e cO3aaHMe hannos;

e NepenMeHoBaHune pamnnos;

e yaaneHue annos;

e BUAMMOCTb (hanos;

e «PUKTMBHOE» OTKpbITME haNIOB AN 3aMNnUcK;
Ansa 3agay:

® NCMOJIHEHME;

JlononHUTenbHO MOryT onpeaenaTbcs lNMpaBa A4OCTyna K oTAeNbHbIM hannam (c
yKasaHMeM TnosIHOro nyTu pAoctyna) - 3Tu npasBa 6yayt obecneumBaTbCa B
6e3ycnoBHOM nopsake, Aaxe ecnu dann pacrnosioXeH B KaTanore, AoCTyna K
KOTOPOMY JAaHHbIA Nofb30BaTeNlb He uMeeT, unum atpubyTbl goctyna ansa danna
OT/IMYHbI OT aTpumbyTOB KaTanora, B KOTOPOM OH HaxoauTtcs. [lpeaycMOTpeHo
onpeneneHme cneayowwnx npas:
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e OTKpPbITME hannosB ANd 3anucu;

e OTKpPbITME hanNoB ANA YTEHUS;

e cO3aaHne hannos;

e yaaneHue annos;

e NepenMeHoBaHune pannos;

e BUAMMOCTb (hanos;

e «(PUKTMBHOE» OTKpbITME DaNIoB AN 3aMNnUcK;
e 3aMyCK 3ajau.

CylecTByeT TakXe M «4YepHbI CIMCOK». DTo pannbl, WM KaTanormn, Kotopble
NMPUCYTCTBYIOT B CNMCKe 06beKTOB, A9 KOTOPbIX HE YCTaHOB/EH HU OAMH aTpubyT
aoctyna. O6bekTbl, ONMUCAHHblE B «4YEpHOM CMNUCKEe», CTAaHOBATCA HeAOCTYMHbIMMU
nonb3oBaTesnto, JAaXxe ecin OHM pacrnosioXXeHbl B KaTasorax, K KOTOpPbIM
nonb3oBaTesb WMeeT AOCTyn. B «4epHblh CNMCOK» MOXHO BK/OYATb TaKXe
normyeckne MMeHa YCTpOWCTB M ApanBepbl YCTPOMUCTB. DTU 06beKTbl MOCne TakKoro
onucaHums CTAHOBATCS HeAOCTYMHbI nonb30BaTeNto. Takum obpazom,
OCYLLECTB/ISIETCS CONOCTaB/ieHne Nosb30oBaTesns U AOCTYMHbIX eMYy YCTPOMUCTB.

Kpome 3Toro, B noacucrtemMe AUCKPEUMOHHOro AoCTyna peann3oBaHbl ABa
AONONHUTENbHbIX aTpubyTa, nNpeAHa3Ha4yeHHbIX ANs perncrpaunm obpaweHus
nonb3oBaTens K OTAeNbHbIM pecypcaM. ATpubyT «r» - onpepensieT perncrpauuto
onepauun yteHus ansa oTaenbHOro obbekTa, aTpnbyT «w» - permcTpaumto onepauum
3anmcu. Wcnonb3oBaHne 3Tux atpubytoB uUenecoobpa3HO B cnydae, Koraa
aaMUHMUCTpaTopy 6e3onacHoCcTM HeobxoaMMO MMETb MHGOPMAUMIO O BCeX Cry4dyasx
obpalweHnsa (Jaxe CaHKUMOHMPOBAHHbLIM) K KPUTUYHBLIM pecypcaM, a He TO/bKO
coobuweHuns o6 HCA.

2.4. TpeboBaHMe No peasivaumm MaHAATHOroO NpuUHUMNa
KOHTpPOJIA AOoCTyna

Ons peanmsaunm 3TOro NpUHUMNA AOKHbI COMOCTaBNATbLCSA
KNnaccupUKaUMOHHbIE METKN Kaxaoro cybbekTa nm Kaxaoro obbekTa, oTpa)kawouwme
MX MeCTO B COOTBETCTBYHOWEN mepapxmun. NocpeacTtBOM 3TUX METOK cybbekTaMm W
obbeKkTaM AO/KHbl HAa3HAYaTbCs KilacCMPUKALMOHHbIE YPOBHU (YPOBHU YA3BUMOCTH,
KaTeropum CeKpeTHOCTU UM T.M.), sABAsowmecs KoMOMHaUMAMU MepapXuUyecKmx wu
Henepapxmyeckux KaTteropumn. [aHHble MEeTKM AOJIKHbl  CAYXWUTb OCHOBOW
MaHAATHOro NpUHUMMNA pasrpaHnyeHns AocTyna.

KC3 npu BBOAE HOBbIX AAHHbIX B CUCTEMY AOJ/IKEH 3anpaluvBaTb WU Noay4aTb
OT CaHKUMOHWPOBAHHOIO MNOJSib30BaTeNs KacCMPUKALUMOHHbIE METKU 3TUX AaHHbIX.
MpnM CaHKUMOHMPOBAHHOM 3aHEeCeHUW B CMUCOK Mosb3oBaTesieM HOBOro cybbekTta
OO/MKHO  OCYLLUEeCTBAATbCSA  COMOCTaB/ieHMEe eMy  K/acCUMPUKAUMOHHbIX METOK.
BHewHne knaccndpukaumoHHble MeTKn (cybbekToB, 06BHEKTOB) AO/MKHbI TOYHO
COOTBETCTBOBATb BHYTPEHHUM MeTKaM (BHYTpu KC3).

KC3 ponkeH peannm3oBbiBaTb MaHAATHbIA MNPUHUMN  KOHTPOJAS AO0CTyna
NPUMEHNTENbHO KO BCeM O6bekTaM MNpu SBHOM W CKPbITOM AOCTYyNe CO CTOPOHbI
nboro n3 cybbLeKToB:
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e CybbekT MOXeT uuTaTb 06bekT, TOAbKO eCciau  uepapxuyeckas
Knaccudpukauma B KnaccMduMKaumMoHHOM YypoOBHe cybbekTa He MeHblle, 4YeM
nepapxmyeckass knaccumdpukaums B KnaccuduUKauMOHHOM YpoBHe obbekTa, WU
Henepapxmyeckme KaTteropmm B KiaccmdpukaumMoHHOM ypoBHe cybbeKkTa BKIOYAKOT B
cebs BCe nepapxmyeckme Kateropum B KnaccudmkaumoHHOM ypoBHe 0bbekTa;

e CyOBEKT OCYLLUECTBASET 3aNMUCb B 06BEKT, TONbKO €CNU KNnacCndmKaunOHHbIN
ypoBeHb CcybbekTa B uMepapxuyeckom knaccudukaumm He 6onblie, 4YeM
KNacCM(PUKaLUMOHHbIN ypoBeHb 0bbeKkTa B Mepapxmyeckon kriaccmdukaumm, n Bce
nepapxmyeckme Kateropmm B KnaccMpmkKaumoHHOM ypoBHe cybbeKTa BKIHOUAKOTCS B
Henepapxmnyeckme KaTeropum B KnaccudmkaumoHHOM ypoBHe obbekTa.

Peanuzauma w™MaHpaTtHbix [1PL pgomkHa npeaycMaTpuBaTb BO3MOXHOCTU
COMPOBOXAEHMUSA: U3MEHEHUS KNacCUUKaALMOHHBIX YPOBHEN CybbeKToB N 06BbeKToB
cneumanbHoO BblAeNEHHbIMU CybbeKTaMu.

B KC3 pomxeH OblITb peanu3oBaH Aucnerdyep AoCTyna, T.e. CpPeacTso,
ocyllecTBnsilowlee nepexsaT BCeX obpaweHun cybbekToB K 0b6bekTaM, a TaKxe
pasrpaHnyeHune [0CTyna B COOTBETCTBUMWM C 3a4aHHbIM MPUHUMMNOM pa3rpaHUYeHus
aocrtyna. lpn 3TOM pelweHne 0 CaHKUMOHMPOBAHHOCTU 3arnpoca Ha AOCTYMN LOJIKHO
MPUHUMAaTbCS TOJIbKO MPW OAHOBPEMEHHOM paspelleHnn ero U ANCKPELMOHHbIMU, U
MaHgaTHbiMM  TPA. Takmm o06pa3oM, [AO/MKEH KOHTPOAMPOBATLCA He TOJSIbKO
€AVMHUNYHbIN aKT AOCTYyna, HO U NMOTOKU MH(OpMaUNUN.

Peannzayuns

PasrpaHnyeHme goctyna C  WUCNOAb30OBaHMEM MaHAATHOMO MexaHu3Mma
ynpaBaeHus AOCTYNOM KOMMiekca «AKKOpA» OCYLUeCTBASAeTCA nyTeM MNpUCBOEHUs
(3apaHnga) obbekTaMm  pgocTtyna  kKaTteropuu  goctyna  (rpuda), KoTopble
XapakTepusyTcs ypoBHeM goctyna ot 0 (camMbii HU3KMIM) A0 15 (MakCcMManbHbIN).
YcTaHOBNEHHbIN  ans  obbekTta goctyna rpud  SBASIeTCS  ero  MeTKOoMm
KOHMMAEHUMANbHOCTW.

Monb3oBaTensam wn npoueccam (ONUMOHANbHO) MPUCBaAMBAKOTCA KaTeropuu
apoctyna (ypoBHWM pgonycka), Takxe wuaMeHsiowmecas ot 0 po 15. [docrtyn
nonb3oBaTesnia UaIn npouecca BO3MOXEH Torga U TONbKO TOrAaa, Korga ero ypoBeHb
AOonycKa He Huxe rpuda obvekTa Aocrtyna.

KaTeropun goctyna MoryT 6biTb MOMMEHOBAHbI KakK YPOBHW CEKPETHOCTU, Nnbo
apyrum, 6onee ynobHolM ana AgMuHuctpatopa bW obpasom.

Ona  akTuBM3aumMuM MaHAATHOMO MexaHu3Ma  pasrpaHMyeHnss  [OCTYNoM
Heobxoaumo B ¢anne ACCORD.INI B cekumn [ACED] yCTaHOBUTb KoY
MandatoryAccess=Yes. Ecnnm B MaHAaTHbIn MexaHuU3M HeobxoaMMO BBECTMU
KOHTpPOJSIb AOCTyna MNpoueccoB Toraa, B 3TOM Xe ceKuuMnm HeobxoamMo YCTaHOBUT
knto4y CheckProcess=Yes.

HaszBaHusa M KONMYeCTBO KaTeropmn (MeTokK KOHMMAEHUManbHOCTU) 3a4atoTcs
B ¢danne ACCORD.INI B cekumn [MANDATORY]. Mo yMonyaHuiO B KOMMJeKce
onpeneneHbl 5 kKateropm KoHPUAEHUNANbHOCTN (CEKPETHOCTKN):

Level0=06wenocTynHo
Level1=0BWWN_PECYPC
Level2=KoHpunageHunanbHoO
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Level3=CekpeTHO
Level4=CoBepleHHO CEKPETHO

AoMunHuctpatop bBW wuvMeeT npaBO W3MEHATb Ha3BaHUA W KOJUYECTBO
KaTeropum KoHpuAeHUManbHOCTU - HO He 6onee 15-tn. C yBennyeHnem HoMmepa
KaTeropum nosblWwaeTcs KOHMMAEHUMANbHOCTb JAaHHbIX. [lanee HeobxoanMo
YyCTaHOBUTb YpPOBEHb AOMycka nMosib3oBatenen. 3ITO fgenaetca C  MOMOLWbHO
nporpammbl ACED32 - nyHKT MeH «KomaHabl», nanee «YpoBeHb goctyna». llocne
aToro ApgmuHuctpatop bW MoxeT Has3HadaTb KaK 419 KaTanoros, Tak W Ans
oTAenbHbIX hannos TpebyeMble YPOBHU AOCTYNA.

NMpoBepka npaB Aoctyna cybbekTta (Monb3oBaTens WM npouecca) K Kakomy
nmbo obbekty poctyna (pecypcy CBT, nn6o AC) ocyLllecTBAsSIeTCS B CheayrLlem
nopsiake:

1) MpoBepsieTcs, UMeeT NM Mosib30BaTeNb NpaBa Ha AOCTYM, YCTAaHOBJ/IEHHbIE
AVNCKPELMOHHbIM MEXAaHNU3MOM KOMMJIEeKCA.

2) Echn nonb3oBaTento YCTaHOB/IEHbl MNpaBa Mo AOCTYyny AUCKPELMOHHbIM
MEXaHU3MOM KOMIJIeKCa, TO NPOBEPSETCSA YPOBEHb AOMycKa MNOJib30oBaTens u rpud
(MeTka KoHduaeHumanbHocTK) obbekTa agoctyna (pecypca CBT, nmbo AC).

3) Joctyn 6yaeTr pa3pewéH TONbKO B TOM Cllyyae, eCcnm ypoOBEHb Aonycka
nonb3osatens 6onblwe, NMb6o paBeH rpudy (MeTke KoHPUAEeHUMaNbHOCTN) obbeKkTa
noctyna (pecypca CBT, nnbo AC).

B koMnnekce  «AKKopa»  peanmi3oBaHa  AonosiHuTenbHas  QyHKUMS,
Nno3BOIlOWAs YCTaHaBNMBaTb YPOBEHb AOCTYyrNna UCNOJHSEMOMY Mpoueccy, Korga OH
3arpyxaeTcss B onepatuBHyk namMatb. WcnonHaemomy danny (nporpamme)
npucBamMBaeTcs MeTKa KOoHduaeHuManbHOCTM (ypoBeHb A0CTyna) Kak o6bekTy Ha
ancke CBT. [Ipu 31oM dann (nporpamma) 6yaeT 3anyckaTbCs  TOSbKO
nonb3oBaTeneM C onpenenéHHbIM YpoBHEM AonycKa.

Mocne ycnewHoW 3arpy3kuM B OMNEpPaTUBHYID NaMATb WCMNOAHSAEMbIM dann
(nporpamMa), nony4vYaeTr MeTKYy YPOBHS AOCTyna KakK CcybbeKkT AocTyna, KOTOPbI
paboTaeT c obbekTamMu (pecypcammn). B aTOM cnyyae npoBepka AOCTyna K pecypcy
OCYLLEeCTB/ISIETCS B CrieqylowWweM nopsake:

1) NMpoBepseTca, UMeeT i Nosib3oBaTeslb NpaBo Ha AOCTYN B COOTBETCTBUM C
ANCKpeuynoHHbIM MEXaHU3MOM.

2) Mpy HanuUuuMM AUCKPELMOHHBLIX MpaB AOCTyna Mosib30BaTens cpeacTtBamum
MaHAATHOrO MexaHM3Ma KOMIMJIeKCa MpPOBEPSETCA YPOBEHb €ro Aonycka u rpud
(MeTka KoHdMaeHumanbHOCTN) obbekTa agoctyna (pecypca).

3) Echm pocTtyn pa3speliéH, TO MNpOBepPsieETCA, WUMEET NM TEeKyWwuih npouecc
ypOBeHb Aonycka 6onblwe nmbo OH paBeH YPOBHIO AocTyna obbekTa (pecypca), K
KOoTOpoMy 06paTu/ics nosb30oBaTeNlb C MOMOLLBIO 3TOro npouecca.

4) loctyn 6yaeT paspelleH TOJIbKO B C/lydyae YCMewHOro BbINOSHEHUS TPEX
BbILLEONNCAHHbIX NPOBEPOK.
5) Mpn TakoM peanusaunmm MexaHuM3Ma YynpaBNeHUs MOTOKaMu MHGoOpMauuu,

obpaboTka nHdopMaLmmn onpeaenéHHoro YPOBHS KOHMDUNAEHLUMANBHOCTH
BbIMOJIHAETCSA TO/IbKO C MOMOLLBbIO BblAENEHHbIX MporpaMm (MpoueccoB).
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2.5. TpeboBaHue ynpassieHUs NoTokamm nHcpopmaumm

[JO/HKHO OCYWEeCTBNATLCA YyrnpaBfieHne NoToKamMu WMHdopMaumm C MNOMOLLbIO
METOK  KOoHduaeHuuanbHoCTU. [lpy 3TOM  ypoBeHb  KOHMUAEHLMANbHOCTU
HakonuTenenm fofmkeH 6biTb HE HUXE YPOBHS KOHMMAEHUMANbHOCTM 3anmncbiBaeMom
Ha Hero nHdopmaymu.

Peanunzayuns

B komnnekce <«AKKopA» peanu3oBaH MeXaHu3M YyrnpaBfieHUss MoTOKaMu
MHdOpMaLMM, OCHOBAHHbIM Ha MNpUHUMNAX MAaHAATHOrO pasrpaHUYeHUss 4OCTYMNOM
(cM. Bblwe n. 2.3.). lMpn Takon peannsaumm MexaHuU3Ma ynpaBieHMS MNOTOKaAMMU
nHdopmMaumm, obpaboTka nHpopmaumnm onpeaenéHHoro YPOBHS
KOH(UAEHUMANBHOCTN BbINOSIHAETCSA TOSIbKO C MOMOLUbIO BblAENEHHbIX MPOrpaMm
(npoueccos).

Kak ang katanoros, Tak U ANng otaenbHbiX annos MoxeT 6biTb YCTAaHOB/EHA
MeTKa KOHMMAEHUMANbHOCTM, a KaXXaoMy Monb30BaTenl0 MNpucCBaMBaETCs MeTKa
ypoOBHS goctyna. AagMmuHuctpatop B B danne koHdurypaumm ACCORD.INI MoxeTt
YCTa@HOBUTb, MWW OTKAUYUTb nar UWCNoab30BaHMA MaHAATHOro YynpasieHus
AoctynoMm. Ecnm MexaHM3M MaHAaTHOro [AOCTyna BKJOYEH, TO MNosb30BaTesNb
MONy4YnUT AOCTYN TONIbKO K TeM obbekTaM, MeTKa KOHMMAEHUMANbHOCTU KOTOPbIX He
BbllLe YPOBHS AocTyna cybbekTa (Nonb3oBaTens).

B koMmnnekce peanusoBaHa AOMOSIHUTENbHas (QYHKUMSA, KOTopas Mno3BofseT
YCTaHOBUTb YpPOBEHb AOCTyrna rnpoueccy B onepaTtuBHOM NamaTu. Takmm obpasom,
ncnonHsembln damn (NnporpamMma) MMeeT MeTKY KOH(PUAEHUMANbHOCTU, KaK 06bekT
Ha aucke CBT M MOXeT 3anyckaTbCa TONbKO MoOsib30BaTeneM C onpeaeneHHbIM
YPOBHEM [A0CTyMa, a nocje 3arpy3ku B OMNepaTUBHYK NaMsATb MNOAy4YaeT MeTKy
YPOBHSI AOCTyMna, Kak cybbekT, KoTopbin paboTaer c obbekTamm, UMELWUMU
COOTBETCTBYHWOLWY MeTKy KOoHduaeHumanbHoCcTKU. [lpyn Takom  peanusauumu
MexaHu3sMa YynpasfieHuss noTokamm KuHpopmaumm obpaboTka MHGOpMaLmu
onpeneneHHoro ypoBHSI KOHMUAEHUMANbHOCTU BbIMOSHAETCS TOSIbKO C MOMOLLbHO
BblAENEHHbIX nporpamMm (npoueccoB). [lpn 3TOM npoueccy aBTOMATUYECKMU
npucBamBaloTCcs aTpmbyTbl AOCTyNa, KOTOpble 3anpeLlaroT 3anmcb MHGoOpMaumMm Ha
HOCUTENb, MeTKa KOH(PUAEHUNANBbHOCTN KOTOPOro HMXe YPOBHS A0OCTyna npouecca.

2.6. TpeboBaHue perncrpaumm cobbiTmn

KC3 pomxeH 6biTb B COCTOSIHUM OCYLLUECTBAATb PErucrpauuio cieayowmx
cobbiTun:

- MCNOMb30BaHUe WUAEHTUMUKALUMOHHOMO U ayTEHTUMDOUKALMOHHOIO
MeXaHWu3Ma;

- 3anpocC Ha AOCTyn K 3awuuiaeMomy pecypcy (oTkpbiTne danna,
3anycK nporpamMmmsbl 1 T.4.);

- CO34aHue M YHUUYTOXeHue obbekTa;
- AencTBusd no nameHenuto MNPAI.
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Ona  Kaxaoro m3 3TUX CobbITUA [OMKHA PperncTpupoBaTbCs  CrefyloLas
nHdopmauma:

- [gaTa v BpeMms;
- CcybbeKT, OCYLLECTBNASAWNA pErMCcCTpUpyeMoe AeNCTBUE;

- Tun cobbiTna (ecnu perucTtpupyercs 3anpoc Ha AoCcTyn, TO
cnenyert oTMe4yaTb 06beKT M TUN A0CTyna);

- YyCNewHo M OoCcywecTBuaoCb cobbitne (0b6cnyxeH 3anpoc Ha
AOCTYN UMW HET).

KC3 po/mkeH coaep)xaTb cpeactBa BbiIGOpPOYHOro  O3HAKOMNIEHUS C
perncTtpaunMoHHon MHdopMaunen, a TakxKe perMcTpmpoBaTb BCE NOMNbITKN AOCTyNa U
OENCTBUSA BblAeNeHHbIX nonb3oBaTtenen (aAMUHNCTPATOPOB 3alnTbl U T.M.).

O6cy)xaeHume

MNpeacraeBnseTcs HeuenecoobpasHbIM MOCTOSAHHO OCYLLUECTBNATb
nosIHOMacWTabHyO perncrpaumto BCeEX MONbITOK AOCTyrna BCEX MOSib30BaTesnen Ko
BCEM pecypcaM - B NEPBYIO o4epeab, M3-3a BbICOKMX HaKIaAHbIX pacxonos. B 1o xe
BpeMsl, BMOJIHE nNpeaACTaBUMblI CUTyauuum, MNpu KOTOPbIX HeobxoamMma MosHas
TpaccupoBka cobbiTMin. B 4aCTHOCTUM, MMEHHO TakoW cnocob cneayeT MNpPUMEHSATb,
n3y4yasa, Kakme pecypcbl TpebyeT HOBas nporpamMma - nepen TeM, Kak nepeaaTtb ee
ANs  3KCnnyaTauuum nonb3oBaTtensMm. B 3Tton cBaA3m uyenecoobpa3HO BblAENUTb
HECKONbKO YPOBHEN AETanbHOCTU XYpHana. YCTAaHOBKY YPOBHS AETalbHOCTU AN
nonb3oBaTens cnepyet NopyYnTb aAMUHUNCTpPATOpPY BU B nopsiake,
npeaycMoOTpeHHOM A8 YCTaHOBKU U naMmeHeHusa MPLA.

Peannzayuns

Kak ana kaTtanoroB, Tak M ANns oTAesbHbIX HannoB MOXET OblTb YCTAaHOBJ/IEHA
Onuus perucTpaumMm AocTyna K KaTasiory U ero CoAepXMMOMYy B PermctpaumoHHOM
XYpHane. Perucrtpaums ocyLecTBNSAETCS B CNeAyOWeM nopsiake:

1) ANS Ka)aoro nosib3oBatenss aaMuHucTpatop BW yctaHaBnuMBaeT ypoBEHb
AEeTaNbHOCTW XYpHana - HU3Kasl, CpefHss, BbiCOKas;

2) ana nboro ypoBHSA AEeTanbHOCTM B XXYpHane OoTpaXakTcs napameTpsbl
pernctpauum nonb3oBaTtens, AOCTYNM K YCTPOWUCTBaAM, 3anyckK 3a4ad, MNonbITKK
HapyweHusa MNP, nameHenunsa MNP (B 4aCTHOCTU, U3MEHEHUE MaApPONEN);

3) AN CpeAHero ypoBHS AeTaslbHOCTU B XYpPHane oTpaxatoTcsl AOMNOSIHUTENbHO
BCE MOMbITKM AOCTYyMa K 3alUMAEMbIM AUCKAM, KaTanoraM u oTaenbHbIM dannam, a
TakXe MonbITKU U3MEHEHUS HEKOTOPbIX CUCTEMHbIX MapaMeTpoB - AaTbl, BPEMEHU U
Aap.;

4) ANS1 BbICOKOrO YPOBHS AeTaNlbHOCTU B XXYypHasie oTpaXkatoTcs AONONHUTENbHO
BCE MOMbITKN AOCTYNa K COAEPXXMMOMY 3allMLLIAEMbIX KaTasloroB.

KpoMe 3Toro, npeaycMOTPeH MeXaHU3M MNpPUHYAUTENbHOW perncTpauum
Aoctyna kK obbekTaM. [Ons 3Toro BBeAeHbl [ABa [AOMNOSIHUTENbHbIX aTpubyTa, a
MMEHHO:

o r - GUKCUpPOBATb B XKypHasie BCE MOMbITKN AOCTYNa K 06bEKTY Ha UTEHUE;
e W - MKCMpPOBATb B XXypHane BCe MOMbITKN AOCTYMNa K 06BbEKTY Ha 3anuchb.
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Ncnonb3ysa aTn atpubyTbl, agMUHUCTPATOp MOXeT obecneunTb perncrpauuio
CcobbITMI, BaXHbIX A7 noaAepXaHus HeobXxoAMMOro YpOBHS WMHGOPMaLMOHHOM
6e3onacHocTu.

NMporpamma LogView.EXE no3Bongetr oCywecTtBuTb MNPOCMOTP, BbIBOA Ha
rneyaTb U apxmBaUMIO XYypHana perucrpauum cobbiTuin Komniekca 3awntel oT HCA
«Akkopa». XypHan otTobpaxaetca B Buae Tabnuubl. Kaxxpas cTtpoka Tabnuupbl
COOTBETCTBYET OAHOMY COObITUIO, 3aPErMCTPUPOBAHHOMY B XYpHane.

XXypHan coaepXXuT crnegyroLwyo nHdopMauuio:

e 1aTa N TOYHOE BpEMS perncrpaumm coboituns;

e 1IETANIbHOCTb XYpHana, YCTaHOB/IeHHass Ha MOMEHT perncrpaumm coboiTns;
e Mg paboyen CcTaHUMK;

e TN onepauun - B Tabnunue BbiIBOAUTCHA KpaTkas abbpesnaTtypa;

e 06BbEKT poctyna - B Tabnuue BbIBOAUTCHA MOSIHOE HaMMeHOBaHME obbekTa
aoctyna. O6bekToM A0CTyrna MOXeT bbiTb dain, Katanor, AUCK, YCTPOMUCTBO. Ecnun
cobbITMEM 4BNAETCA W3MEHEHMEe npaB AoCTyna - B 3TOM Mnojsie oTobpaxkarTcs
obHoBNneHHble MNpaBa AocTtyna.

e Pe3ynbTaT cobbiTUA. MNMpn NONOXKNTENBHOM 3aBepLIeHNN CobbITUA pe3ynbTaT -
"OK", npun oTpuuaTesibHOM - perucTpupyeTcs HeCaHKLUMOHMpoBaHHbIN goctyn (HCA)
mnmn owmnbka poctyna (B Chyyae HapyweHusa UenocTHocTu coobuwaetca 06
M3MEHEHNN NapaMeTpoB KOHTPOA).

e Mg lpouecca - nporpamma, OCyLWECTBAAOLWANA AOCTYN K 06beKTy B MOMEHT
perncrpaunn coboitnga. Ona yaobcrea NpocMoTpa M aHanusa MHGOpMaumMm MOXHO
BbINOMHATE  (UAbTPAUMIO MO OAHOMY WM HECKOSIbKMM nonsMm Tabnuubl. B
MpuNoXeHnn 2 npuBedeH CNpaBOYHUK, KOTOPbIA COAEPXWUT KaK KpaTkoe, TakK W
nosIHoOe HanMeHoBaHMe onepaunii, permcTpupyeMbix NOACUCTEMON perncTpauunn.

2.7. TpeboBaHMe LENOCTHOCTU KOMIUJIeKca cpeacTts 3awmnTtbl (KC3)

B CBT nonkHbl 6bITb NpeayCcMOTpEHbI CpeacTBa Nepuoamnyeckoro KOHTpons 3a
LLe/TIOCTHOCTbIO MPOrpaMmMHOM U MHPOopMaunmoHHoM Yactun KC3. Tlporpammbl KC3
AO/KHbI BbIMOSHATLCS B OTAEAbHOM YacTu onepaTMBHOM NaMsaTH.

O6cy)xaeHume

O6bIYHO ANSt KOHTPOSSA LENOCTHOCTU UCMOJIb3YEeTCHA BblYMC/IEHNE KOHTPOJIbHOM
CyMMbl. BbluMcneHHOe 3HayeHMe CpaBHMBAETCA C 3TaJIOHHbIM, U pe3ynbTaT
CpaBHEHUS MO3BONSET CYANTb O COCTOSSHUM NMPOrpaMM M AaHHbIX - OCTaJINCb JIN OHU
HEN3MEeHHbIMKU, BbIIN NN HECAHKLUMOHMPOBaHHbie Moandukaumn. Kasanocb 6bi - BCe
HOpManbHO, HO BOT 6eada - kak ybeamTbCs B LENIOCTHOCTM Mnpoueayp KOHTpons?
Beab MOXHO MoaAnMdUUMPOBaATb W MNpoueaypy pacyeTa KOHTPOJIbHbIX CYMM, WU
npoueaypy KOHTPONs NMpoueaypbl pacyeta KOHTPOSbHbIX CYMM U T.4. KaxeTtcs, uTo
BbIXO4A M3 3TOro Kpyra HeT - HEBO3MOXHO obecneunTb LEeNOoCTHOCTb NPOrpaMMHbIX
CPEeACTB 3a CYET APYruUX NPOrpaMMHbIX CPEACTB, KaK HEBO3MOXHO BbITAlLUTb CaMOro
cebs 3a Bonocbl 3 6onota (HO nonbITkM 6bINM, a B 06/1aCTU MHPOPMALMOHHOM
6e30nacHOCTKU OHWM npoao/mKakTcs M A0 cux nop). C 3TON HESACHOCTbI MOXHO
MOKOHYUTb TONbKO OAHMM CNOCO60OM - BbIHECTU Mpoueaypbl KOHTPONS 3a npeaesbl
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KOMMbloTepa, T.e. BbINOAHATb MX annapaTHo (MaM C UCMONIb30BaHWEM annapaTHbIX
CpeacTs).

Ewe oaHa npobnema - 3TO KayeCTBO CaMuX npouenyp KoHTpons. PaccmoTpum
cneaywwmm cayydam - a8 KOHTPOAsS  MPUMEHSIETCS  KOHTpPOJsibHasi CyMMa,
Bbluncnssemasa no anropmtmy CRC (MMeHHO Tak 06blMHO W npoucxoauT). [ns
HarnsSaHoOCTM npeanosioXknm, 4to wmucnonbldyercas CRC-3 (peanbHO, eCTECTBEHHO,
ncnonbsyetca ot CRC-8 go CRC-32, HO YC/IOXHEHMEe npu 3TOM HOCUT YUCTO
TexXHMYecknm xapaktep). Ansa CRC-3 konu4yectso 3HaveHun - 8 (ot 0 pmo 7).
[lonyCcTuUM, KOHTPONbHas CyMMa MCXOAHOro (NpaBuibHOro) Habopa AOKYMEHTOB
C1=3. K aTOMy nakeTy 3N0yMbIW/eHHNK fobaBnseT ele HECKONIbKO, TaknX, 4YTo UX
KOHTpOJ1bHas cyMMa C2=2. Taknm obpasom, KOHTpO/1bHas cyMMa
mMoaudunumpoBaHHoro nakerta gokymeHtoB Cm=(Cl + C2)mod8 = 5. Tenepb ans
Toro, 4tobbl 3Ta Moamdukauus He 6blna obHapyXXeHa, 3/10YMbIW/IEHHUK BMOJIHE
MOXET K yXe MoandumunpoBaHHOMY nakeTy A06aBUTb elle HEeCKOSIbKO AOKYMEHTOB,
Takux, yTo nX KOHTpPOJIbHas CyMMa C3=6. KOHTpoOnbHad CyMMa
MmoamdunumpoBaHHoro nakerta craHosutcs Cm=(Cl1 + C2 + C3)mod8 = (3 + 2 +
6)mod8 = 3, T.e. Cm = C1, n Mmoandukaumsa He byaneT 3aMeyeHa KOHTPOJSIbHbIMU
npoueaypamu. B obwem cnydae, AocTtaToyHO noaobpatb Takom nakeT, Ass KOTOpOoro
(C2 + C3)mod8 = 0, n uHdpopMmaunoHHaa aTaka MoxeT 6biTb ycnewHon. O6wunim
MCTOYHUK BO3MOXHOCTW TaKMX aTakK COCTOUT B TOM, YTO 3HAYEHUS MNpPUMEHSIEMbIX
aIfOPUTMOB BbIYUCNEHUS KOHTPOJIbHBLIX CYMM pacrnpeieneHbl paBHOMepHO (Mnau
NpOCTO M3BECTHbIM 06pa3om). COOTBETCTBEHHO, XOpOLWLEN 3aWNUTON MOXET CAYXUTb
NPUMEHEHMEe anropuTMOB C CYLLECTBEHHO HEJIMHENHbIM pacrnpeaesneHneM 3HauYeHUNn.

Peannzayuns

KOHTpO/Ib LENOCTHOCTM B KOMMAeKce «AKKOpA» BbIMONHAETCA Cleaylwmm
obpasom.

LLlenoCTHOCTb CaMOM KOHTPOJIbHOM npoueaypbl obecneymBaeTcs TeMm, UTO
XPaHUTCHA OHa He Ha aucke, a B JHI koHTponnepa komnnekca C3U HCO «AkkopAa-
AM[3», 6yayunm TeM cambiM 3awuuweHa oT moaudukaumi. [lpn HOpMasbHOM
ocylwecTteiieHnn npoueayp 3awmtbl ot HCA (naeHTudukaumm v aytTeHTUdmkaumn)
KOMNUS KOHTPOJIbHbIX Mpoueayp MoOMeLllaeTcs B crneuuanbHO OoTBeAeHHY obnacTb
O3Y un 3aTeM 3anycKaeTcs Ha ucnonHeHue. MIHTepec npeacTaBnsieT U cneayowwmnin
BOMNpocC. B peanbHbIX ycnoBusax Heo6XO0AMMO KOHTPONMPOBATb LEOCTHOCTb MHOMMX
dannoB. ECTeCTBEHHO, YTO XPaHUTb 3TaANIOHHblIE 3HAYEHUS KOHTPOJSIbHbLIX CYMM AN
BCEX HMX Ha BHEWHEM HocuTene C orpaHn4YeHHbIM 06 beMOM NaMATU HEBO3MOXHO.

B koMnnekce «AKkopA» NMPUMEHSAETCS C/IeAYOLWNIA MEXAHU3M:

1) KOHTpONb LENOCTHOCTU CUCTEMHbIX obnacten aucka, dannos OC u
npuknagHoro MO, pa3genoB peectpa Windows oOCywecTBASeTCA Ha anmnapaTHOM
ypOBHe KOHTposuiepoM «Akkopa AMA3» no 3arpy3sku OC.

2) Echm npouegypa KOHTpoOAs M3 N. 1 BbIMNOSIHEHA YCMEwHO, TO B MOMEHT
3anycka NOACUCTEMbl pa3rpaHUYeHnss A0CTyna MOXeT BbIMONHATLCA KOHTPOJib
LenocTHocTn dannos, No MHAMBMAYANIbHOMY CMKUCKY Ka)Aoro nosib3oBaTtens. Ha
Ancke XxpaHutca dann, cogepXxawmm nepeyvyeHb KOHTPOAMpyeMbIX ¢annos u
3Ta/NlOHHblE 3HAYeHUS KOHTPOJIbHbLIX CyYMM. [lo 3TWUM JaHHbIM onpeaensieTcs
LLeNNIOCTHOCTb KaXAoro KoHKpeTHoro danna.
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3) LlenocTHOCTb Xe camoro atoro danna Ha aucke obecnedymBaeTcs TEM, 4YTO
3Ta/IOHHOE 3HA4YeHUEe €ero KOHTPOJSIbHOM CYMMbl BbIYMCISIETCA C MCMNOJIb30BaHMEM
KMtoYa, KOTOpPbIN XPaHUTCA B UAEHTUDMKATOpPE Nosb30oBaTens. IOTOT KJoY
reHepupyeTcsa npu perncTtpaumm uaeHtTudmkatopa C WUCNOAb30BAHMEM AaATUYMKA
CNy4YalHbIX 4YUCesl, YCTAHOBJ/IEHHOrO Ha MJlaTe KOHTpoAnepa, W ANa Kaxaoro
nonb30BaTeNs ABNSAETCA YHUKANbHbIM,

B komnnekce «AKKOpA» NpeayCcMOTPeH AMHAMUYECKUI KOHTPOJSb LLE€NOCTHOCTU
NCNONHSEMbIX Moaynen (3aaay). DTOT KOHTPOJIb BbIMOAHAETCS NPU KaXKa0M 3anycke
MOAYNSs, HE3AaBMCUMO OT TOro, BbIMOJIHSAETCS /1M 3Ta onepauns nosib3oBaTtenem, uiun
OC. lNpu HecoBnageHun BbluMcneHHon KC € 3TanoHHbIM 3HadeHunem 6roKupyeTcs
3anycK Takoro Moayns.

[OMNONHUTENBHO B KOMMJEKce npeaycMOTPeH AMHAMUYECKUA KOHTPOJSib
Le/TOCTHOCTU COBCTBEHHO MOHMTOpPA pas3rpaHUUYeHnss AoCTyna. IDTOT KOHTPOJib
BbIMOSIHAETCA nepuoamvecku u obecneymBaeT AOMNOSTHUTENbHbIA YPOBEHb 3aLUUTbl OT
CNy4YanHbIX UM NpeaHaMepeHHbIX MNOKYLIEHUA Ha oTkaouyeHne C3N.

B paszpene 2.13. «TpeboBaHusa K Kfaccy 3awumuweHHocTn 1B» Pykosogsuiero
AOOKyMeHTa [octexkommccum Poccmmn, 1998 - «ABTOMaATU3MPOBAHHbLIE CUCTEMBI.
3aWmMTa OT HEeCaHKUMOHMPOBAHHONo Aoctyna K wuHdopmaumn. Knaccudukaums
aBTOMATM3NPOBAHHbLIX CUCTEM U TpeboBaHMSA MO 3awmTe MHOOPMAUUN» NMPUBELEHO
TpeboBaHue o TectupoBaHun pyHkumm C3N HC, a NMEeHHO: «A0/KHO NpOBOANTLCS
nepuoanyeckoe TectuposaHme Bcex pyHkumm C3U HCLO c nomouwbio cneymanbHbIX
NMpPOrpamMMHbIX CpeAcTB HE pexe O4HOro pasa B roa».

MopsiAOK TaKoro TeCTMpOBaHUSA onpeaenseTcs naaHoM 3alinTbl U BbIMOSIHSAETCS
C MOMOLWbI Chneunann3npoBaHHbIX MNPOrpaMMHbIX CpeaCTB HenocpeACTBEHHO Ha
TexHunyecknx cpeactsax AC. TeM He MeHee, eCTb OAMH MPUHUMNMANBHO BaXHbIN
anemeHT C3MN HC[, TectupoBaHue KOTOpPOro cneayetr OcCylWecTBNATb Ha
cneumanmampoBaHHbIX paboumx Mectax. TakuMM 31€MEHTOM SABSKOTCS MPOrpaMmbl
cuctemHon BIOS m pacwmnperHun BIOS.

[enctBntenbHO, Kak Obl10 NOKasaHO Bbllle, HaaexHas 3awumta ot HCA
obecneumBaeTCcs CO34aHMEM M30MPOBAHHOM nporpamMmHon cpegbl (UMC), npuyem
nopgaepxanuve UIMC BO3MOXHO TOSIbKO MPpU MCMO/b30BaHMKW MOLIArOBOr0 anroputMma
KOHTPO/IS LEeNOCTHOCTU, KOTOpPbIA, B CBOK o4depedb, OTTa/IKMBAETCS OT HEKOTOpOro
HayasnbHOro COCTOSIHUS CUCTEMbl, MPU KOTOPOM LENOCTHOCTb WCMNO/b3yEMbIX Ha
AAHHOM 3Tane KOMMNOHEHT 3adMKCHMpoBaHa.

Ons CBT tnna IBM PC Ha nepBOM 3Tane 3arpy3ku WCMNOJIHAETCS nporpaMma
cucteMHoro BIOS. WMMeHHO 3Ta nporpamMMa onpegensier npoueaypbl 4YTeHUs
peanbHbIX AaHHbIX ANs chiegywowero 3Tana. TakuMm o6pa3oM, WCMNonb30BaTb
npoueaypbl UTeHus, 3arpyxeHHble n3 MN3Y BIOS, Ana KOHTpPoONS LenoCTHOCTU CaMoro
BIOS 6bino 6bI abcontoTHO HEKOPPEKTHO, M co3aaBano 6bl BO3MOXHOCTb A/
BHeapeHua PrB. Tem He MeHee, UENOCTHOCTb TMporpaMmMmHbiX cpeacts BIOS
Heobxoanmo obecneunTb. B AaHHbLIX yCnoBUsSX 3TO TpeboBaHue crefyeT BbINOAHATb
3@ CYeT MNpPUMEHEHUS OpraHM3auuMoHHbIX Mep W NepuogmnmyvecKkn BbINOSIHAEMOrO
TectupoBaHusa. lpn 3TOM TecTUpoBaHME U npoBepKa uenoctHoctn BIOS ponxHa
OCYLLUECTBMIATbCA Ha CcneumanbHblX CTeHgax Cco cneumanbHbIM MNPOrpamMMHbIM
obecneyeHmem. Takon cTeHO MOXeT 6biTb BKAo4YeH B coctaB AC, nnbo Moxet
HaxoaAuTbCS B CreunanmM3anpoBaHHOW OpraHusaumu, KoTopas BbinonHsana 6bl



29
11443195.4012-036 90

dYHKUMN KOHTPONSA NO AOroBOpy C oOpraHusaumen, skcnnyaTtumpytowen AC Ha
OCHOBaHUN NnUeH3nmn loctexkoMmccmm Poccum.

2.8. TpeboBaHME OUYNUCTKM NaMATHU

Mpy nepBoHa4yanbHOM HA3HAYeHUWM WAWM MpPU nepepacnpeneneHnn BHELIHEN
namatn KC3 gomkeH npeaoTeBpaliaTh AOCTYN CybbekTy K OCTaTOYHOM MHOpMauuu.
KC3 ponmkeH OCywecTBASATb OYMCTKY OnepaTuBHOM M BHewHen namatu. OuucTka
AO/HKHa Npou3BOAMUTBLCA MNyTeM 3anucum Mackupyrouwen nHdopmaumm B NaMsaTb npu
ee ocBoboxaeHun (nepepacnpeneneHnmn).

O6c¢cy)xaeHumne

Ecnn c BHewHen NamMaATbiO BCe SCHO, TO C OnepaTuUBHOM eCcTb npobnembl. B
yacTtHoCcTn - cpeactBamm DOS 610Kk namMaTu BblaensieTcs 3agade, M cama 3ajada
CBOMMUN CpeACTBaMM MOXET 3axBaTbiBaTb 6/10kn namaTu. MNMpun peanmsaumm dyHKLUN
OYUCTKM MNAaMATM BaXXHO ouMwWaTb KakK TO, TaK u gpyroe.

Peannzayuns

B koMnnekce «AKKopA» OCyLllecTBasgeTcs nepexBaT QyHKUMIK 0CBOBOXAEHMUS
namMsaTyM W 3aBepweHms 3agaudn. VIMEHHO Npu 3TOM WU  BbINOJSIHAETCA O4YMCTKA
onepatmBHon namaTn (ocBoboxxaaemMoro 6noka). OuynmcTKa BHELWHEN NaMATU Ha
ANCKe BbINMONHAETCS OMUMUOHHO.

CooTBeTCcTBYIOWAsa onumsa «4Yucno NpoxoaoB Npu yaaseHUn» - KOJIMYeCTBO
NMpoOXo40B CNyYamHOM MocnenoBaTeNbHOCTM MO COAepXUMOMY dannia Ha Aucke npwu
ero ypaaneHuun, ycTaHaB/uMBaeTca aaMuUHuUcTpatopom bW npu cosgaHuu TP
nonb3oBaTens.

OMNUMOHHBIN MeXaHW3M MNpPUMEHEH B CBS3W C TEM, 4YTO OYUCTKA BHELUHEN
namaTu TpebyeT onpeaeneHHbIX BPEMEHHbIX 3aTpaT, KOTopble He Bceraa (ucxoas ms
3HAUYMMOCTM 3alUMLLAEMbIX PECYPCOB) OMNMpaBaaHbl.

ATpnbyTbl yCTaHaBAMBAKTCA C nNoMowbk pepaktopa TP k CBT wu
nHdopMaumoHHbIM pecypcam AC. PepakTop OnucaH B [AOKYMeHTe <«YCTaHOBKa
npaBun pasrpaHnyvyeHunsa gocrtyna. Nporpamma ACED32.» (11443195.4012-036 97).
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3. HekoTopble 0CO6eHHOCTU AenCcTBUsA aTpubyToB U
noarotosku NPA

Yacto nepea HOpManbHOW MOMbITKOM OTKPbITb CyllecTByowmnn  dann
MporpaMMbl BbIMOJSIHAOT NPOCMOTP COAEPXMMOro KaTtasora. B 3Tom cnydae, ecnu
aTpnbyT «V» He ycTaHoBfneH, ¢pyHkumn FindFirst n FindNext Bo3BpaTaAT pesynbTaT
«owmnbka». B HekOoTOpbIX cny4dasax (NpU HEKOPPEKTHOM yCTaHOBKe aTpmbyToB) 3TO
MOXET 6bITb NCTOYHUKOM KOJISTU3UNA.

OTMeTUM, 4TO BCe aTpmbyTbl, KpoMe aTpnbyTta «G», OTHOCATCS K COAEPXMNMOMY
kaTanora. ATpubyT «G» OoTHOCUTCH K CO6CTBEHHO KaTanory.

Mpy HanucaHuWW MporpamMM <«XOpOWWMM TOHOM» CYMTAETCHA, Korga nporpamma
co34aeT «BpeMeHHble» dannbl B KaTanore, MM KOTOPOro XpaHUTCS B NepeMeHHOM
okpy>xeHus TEMP. Hanpumep, OC Windows n Bce nporpammbl ans Windows ¢upmbl
Microsoft BHauyane nNbITalOTCA HAUTU MNEepeMEHHY OKpyXeHus TEMP, n npu ycnexe
MCNONb3YKT AdHHbIA  KaTanor Ana pa3sMeweHns MNPOMEeXYTOYHbIX AaHHbIX.
MpuMeHUTENBHO K <«AKKOpA» MOXHO pekoMeHAoBaTb cnepywouwee: Ecnn y Bac
3aZaHa nepeMeHHas okpyxeHus TEMP, To gOCTyn K 3TOMYy KaTtanory Ao/keH 6biTb
MaKCMManbHO NOMAHbIM (CneayeT UCKUYNTb NULWb aTpUbyT «X»- 3anyCK Nporpamm).

OTAenbHO CTOUT paccMOTpeTb MpuMeHeHme aTpubyTta «O». BBepeHue 3TOro
aTpmnbyTa CBSA3aHO C TEM, YTO psa NporpaMm OTKPpbIBAKOT dainn Ha YTEHME M 3anuch,
XOTS peanbHO UCMOMb3YIT TOIbLKO onepauun 4YteHus. B aToM cnyyae nonb3oBaTesnto
npuxoautcsa pa3spewaTtb [lpaBa p[oCcTyna M Ha 4YTeHME, M Ha 3anucb, 4TO
NOTEHUMANBHO MOXET CAYXWUTb WCTOYHUKOM UHEPOPMALMOHHBLIX Yrpo3. YTobbl
n36aBmUTbCA OT 3TOW OMACHOCTW, MOXHO <«pa3HeCTU» JAaHHble MO chneumanbHbIM
KaTanoram. 2DTO BMOJSIHE BO3MOXHbIA NYyTb, OAHAKO, €ro NMpMMeHeHne NpuBOAUT K
YCNOXHEHMIO «lnaHa 3aWnTbl» N YBEIMYEHUIO KONMYecTBa KaTanoros. BeeaeHHbIN
B C3N «Akkopa» atpmbyTt «O» no3BonsieT pewnTb 3agady ApyrMM MeToaoM, a
MMeHHO: aTpubyT «O» noameHsieT (4na 3agaum) aTpubyT «R» Ha COBOKYMHOCTb
aTpnbyToB «R» n «W». Npn 3TOM onepauns oTKpbITUS parna NpoxoamuT HOPMasbHO,
a nonbiTKa 3anucum B 3TOT dann knaccubpuympyetcas kak HCO. PeweHne o
npumeHenmn ansa onucaHusa T[PO nonb3oBatenen atpubyta «O» npuHMMaeTcCs
aaAMMHUCTpaTtopoMm BU B TOM cnyyae, korga dann no naady 3awmTbl AOKeH 6biTb
AOCTYNeH Mosib30BaTeNto TOMbKO A1 4YTeHus, a npuMeHsaeMas anasa o6paboTku
AaHHbIX MporpaMMma MblTaeTCcs OTKPbITb 3TOT dansl M Ha UYTEHMEe, U Ha 3anuchb.
AHanmM3 cuTtyaumm MoxeT OblTb BbIMOJIHEH MYyTEM W3Y4YEeHUS >KypHana npu
TeCTMpPOBaAHMM NporpaMMHoro obecrneyeHns, nAaHUPYEMOro A8 BKJOYEHUS B
CoCTaB nporpamMmMHbIX cpeacTts AC.

HekoTopble peaakTopbl TEKCTOB (B YacTHOCTU, Microsoft Word n «J1eKkCMkKoH»)
COXPaHSAT nMnpu pedakTupoBaHum wuHdbopMmaumio B dannax, uMs KOTOpOro
OTNMYaeTcsa OT UMeHU peaakTupyemoro darnna (ykasaHHble peaakTopbl 3aMeHSoT
nepBbin CUMBOJST MMEHUM HA CUMBON <«TWUNbAa» - BOJMHWUCTAs NWUHKUA). Ecnn Het
BO3MOXHOCTM HE MCMOMb30BaTb TakuMe penakTopbl, TO HEO6XO0AMMO MO - KpPaWHEWN
Mepe npocneautb, 4YTobbl 3TM  dannbl OCTaBaNMCb HEAOCTYMHbIMW  ANS
nosb3oBaTenem, He MMEeLWMX Ha 3TO NOSTHOMOYUN.
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Obpatute BHMMaHMe Ha AOCTaBKY MHdOpMaunm B Buae ucnonHaemoro danna
- He BaXHO, B KaKOM BWAE OCyLWecTBAseTcsa AOoCTaBka - MO CeTU, C MNOMOLLbIo
oTuyXaaemoro Hocutensd u ap. OyeHb 4acTO MMEHHO TakoW crnocob mcnonb3yeTcs
AN BHeApPEeHUS NpOorpaMMHbIX 3aKNadoK, M o4eHb YacTo nonbiTkn HCL Takoro poaa
OKa3blBalOTCS YyCnewHbiMU. BapunaHT BO34eNCTBMS, BbiBEALWMWN M3 CTPOS HE OAHY
BBS - nocbinka apxuBupoBaHHoOro dawnna, cogepxkawero Heckonbko Gb Hynen. B
apXMBMpPOBAHHOM Buae Takon ¢ann 3aHMMaeT BeCbMa HEMHOro MecTta, a npwu
pPacKpbITUN o4YeHb 6bICTPO 3aHMMAET BCe NPOCTPAHCTBO AUCKA.

Ona Toro, 4tob6bl M3bexaTb HEeNnpUATHOCTEN TakKoro poAa, HYXHO 3anpeliaTb
3anycK 3a4a4y M3 BCeX KaTasNloroB, KpoMe Tex, B KOTOPbIX XPaHATCS MpOBEpPEeHHble
moaynu. Cnepyet Takxe o06paTuTb BHMMaAHWE Ha WCMONb30BaHWE OTYYXAAEMbIX
HOCUTENen - KakK B MJlaHe pa3peleHns Ha MUCNoJSb30BaHMe (Jasieko He KaXaomy
nosb3oBaTento 3T0 HeobxoaMMOo), TaKk U B NMNaHe pernmcrpaumm n ydyera.
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4. NMpuMmepsbl THNOBbLIX MNP ANA TMNOBbLIX CUTYaLUMH
pa3rpaHuyeHusa aoctyna

BHUMAHME! lNpasuna pa3srpaHunyenunsa goctyna (MNPL), npnBeaeHHbIe B HACTOSILLEM
pyKOBOACTBE — 3TO NMWb NpUMEpPbl MUCNONb30BaHWS aTpubyToB AOCTyna, a He
onucaHme NOAUTUKM 6e30nacHOCTU. B KaxXAOM KOHKPETHOM Clydae agMUHUCTpaTop
BW ponxeH onucbiBaTb peanbHble pecypcbl AC (CBT)

byoaem cuutatb, 4TO (PU3MYECKMM AUCK Ha KoMMbioTepe pas3buT Ha ABa
normyecknx amcka. Kak Ha aucke C, Tak U Ha D pasMelleHbl KaTanoru, AOCTyn K
KOTOPbIM MOFyT UMETb pa3Hble nosb3oBaTenn. MNporpamMmMHbie CpeacTBa B OCHOBHOM
pa3meuleHbl Ha C.

4.1. NMNpumep 1. CybbekTy paspelwieHo paboratb B KaTtanore
C:\DOC

B atom cnyuae [PO ansa nonb3oBaTtens AO/MKHbI CoAepXaTb CreayloLwwmnmn
nepeyeHb aTpmbyTOB:

MpaBa gocrtyna:

C:\ [R Y G X S]
C:\ACCORD.NT\ [R Y G X 0]
C:\DOC\ [R W C D N V M E G X 0]
C:\TEMP\ [R W C D N V M E G 0]

MosicHeHnsi: Npu 3ToM Becb Auck C:\ [oCcTyneH TOAbKO AN UYTEHus, B
kaTanore C:\ACCORD.NT\ pa3pelwieHo yTeHne dpansioB 1 3anyCcKk nporpamMmm, Katanor
C:\DOC\ poctyneH nonHoctbto. K katanory ...\TEMP\ cneayet Bceraa 3aaaBaTb
MONHbLIA AOCTYN, 3@ WCK/KYEHMEM, pa3Be 4TO, 3anycka nporpamM - 4acTto OH
TpebyeTcsa AOn9 pasMelleHns BpeMeHHbIX ¢annoB npuknagHblx 3agad. dannbl
AUTOEXEC.BAT n CONFIG.SYS nOAHOCTbIO HeAOCTYMHbl («CKpbITble» (annbl).

4.2. NMNpumep 2. NMNonb3oBaTento Ha AUCKe 6yayT BUAHDbI U
AOCTYINHbI TOJIbKO SBHO ONMUCAHHbIE KaTasnorum

MpaBa gocrtyna:

C:\ [R W C D N V M E G X 0]
C:\ACCORD.NT\ [R Y G X 0]
C:\DOC\ [R W C D N V M E G X 0]
C:\NORTON\ [R W C V M E X 0]
C:\TEMP\ [R W C D N V M E G S]
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Katanor C:\NORTON\ onucaH, Tak KakK M3 Hero 3anyCKalwTCca 3a4ayu - no
kpanHen Mepe, NC.EXE, HO B HeM 3anpeweHo yaaneHue u nepemMmeHoBaHue
dannos. KopHeBoln kaTanor onucaH 6e3 HacnepoBaHuMs npasB Aoctyna. VIMEeHHO
Takon BapuaHT [P npepnocTtaBnsieT nNoAb30BATENO AOCTYN TOMbKO K SIBHO
OMNMUCaHHbIM KaTanoram u ¢garnnam - ocTtasbHble pecypcCbl HELOCTYMNHbl U HEBUAMMBI
13 Nbbix dhannoBbix 0605104eEK.

Obpatute BHMMaHME - MpuU Takux aTpumbyTax BWAHbI WU AOCTYMHbI dannbl,
pa3MelleHHble B KOpHEBOM KaTanore aucka C:. Onga Toro, ytobbl 3T dannbl 6biin
HeAOCTYMHbl MONb30BaTeNlD, W3 OMUCaHMSA KOPHEBOro KaTasnora HYXHO yaanuTb
aTpubyT «V>»,

OaHako Takon BapuaHT HenpuemneM npu pabote ¢ Windows, T.K. AaHHas
onepaunmoHHass CuUCTeEMa MNPOM3BOAUT YTEHME U 3aNUCb HECKONbKUX (annos,
pa3MeLleHHbIX B KOPHEBOM KaTtasnore. BoT npumep onucaHus npaB AOCTyna Ans
paboTbl ¢ Windows.

MpaBa gocrtyna:

C:\ [R W C V M E G X 0]
C:\ACCORD.NT\ [R Y G X 0]
C:\DOC\ [R W C D N V M E G X 0]
C:\NORTON\ [R W C V M E X 0]
C:\PROGRAM FILES\ [R W C V M E X S]
C:\RECYCLED\ [R W C V M E X S]
C:\TEMP\ [R W C D N V M E G S]
C:\WINDOWS\ [R W C D N V M E G X S]

BoT Tenepb Mbl NOAYYUNN TO, YTO XOTENMN.

4.3. NMNpumep 3. PaspeweHo paboratb TONbKO € paniylaMU U TONTbKO
B Bbi€JIEHHOM KaTtanore

B 3ToM cnydae nosb30oBaTento Heo6XoAUMMO 3anpeTuTb 3anyck 3ajad,
co3gaHune U yaaneHue rnoakaTanoros.

MpaBa gocrtyna:

C:\ [R W C V M E G X 0]
C:\ACCORD.NT\ [R Y G X 0]
C:\DOC\ [R W C D N V G 0]
C:\NORTON\ [R W C V M E X 0]
C:\TEMP\ [R W C D N V M E G S]

Tenepb MOXHO BepHyTbCs K lNpuMmepy 1, n ybeamTtbcsa, 4TO Co34aTb KaTanor
MOXHO, HO YBWAETb MX, Nepentm K HUM n Boobue paboTtaTb C HuMM byaeT
TpyAHOBATO - MO KpanHen mepe A0 Tex nop, Nnoka agMuHuctpatop bW He ycTaHoBUT
BHOBb CO34aHHbIM KaTanoraMm HeobxoamMmble aTpubyThl.
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4.4. NMNpumep 4. NpnMmeHeHMe aTpubyTOoB HacneaoBaHUA

Ectb n 6onee npoctonm cnocob - yCTaHOBUTb AN pa3pelleHHOro kKartasora
aTpubyT HacneaoBaHUs Npas AOCTynMa.

MpaBa gocrtyna:

C:\ [R W C V. M E G X 0]
C:\ACCORD.NT\ [R \Y G X 0]
C:\DOC\ [R W C D N V M E G S]
C:\NORTON\ [R W C V. M E X 0]
C:\TEMP\ [R W C D N V M E G S]
Tenepb ¢ nogkaTtanoramm npobnem 6biTb HE AONKHO.
4.5. NMpumep 5. To ke, HO NOJSIb30BATEJIIO HeNb3A yAaNnAaATb pannbl
MpaBa gocrtyna:
C:\ [R W C V. M E G X 0]
C:\ACCORD.NT\ [R \Y G X 0]
C:\DOC\ [R W C N V M E G S]
C:\NORTON\ [R W C V. M E X 0]
C:\TEMP\ [R W C D N V M E G S]

AHanornMyHbiM 06pa3oM MOXHO MPOBEPUTb AENCTBUE APYrux aTpumbyToB W
coyeTaHun aTtpmbyToB. IDTOT 3SKCNEPUMEHT HaBEpHsKa HaBeAeT Ha Mbichn 06
ONTUMa/NbHOM MPUMEHEHUN pa3rpaHNUYeHns AoCcTyna B Bawen cutyaunn.

4.6. NMpumep 6. Y nonb3oBaTens NoJiHbIN AOCTYN K AUPEKTOPUM HA
auncke D

OcHOBHble NapaMeTpbl:

e NaeHTndukaTop:G2.

e [[paBa agMmnHucTpaTopa: Her.

e [leTanbHOCTb XYypHana: Huskaq.
MpaBa gocrtyna:

C:\ [R W C V. M E G X 0]
C:\ACCORD.NT\ [R Y G X 0]
C:\NORTON\ [R W C V M E X 0]
C:\TEMP\ [R W C D N V M E G S]
D:\ [R W M E G 0]
D:\HHH\ [R W C D N V M E G X 5]
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4.7. Npnmep 7. KoHpmnaeHumanbHoe AENONPOU3BOACTBO

O6blyHO 3apava  KOHUAEHUMANbHOMO Aenonpou3BoaCTBa  CTaBUTCH  Tak.
Monb3oBaTentd MOpPYyYeHO WCMNOAHUTb AOKYMEHT, B35iB MCXOAHble MaTepuanbl U3
yKa3aHHOW eMy AMPEeKTOoOpuU, N nepefaTb FOTOBbIA AOKYMEHT B APYrYH YKa3aHHYH
eMy OUPEKTOPUID. DTO O3HA4aeT, YTO Mbl AO/KHbI onpeaennTb ANs Nosb3oBaTens
pasnnyHble [lpaBa AoCTyna K AupekTopusM. Tak, W3 OAHOW AMPEeKTopuU
nonb3oBaTeslb MOXET TOJIbKO KonupoBaTb ¢ansbl (M, eCTeCTBEHHO, 03HAKOMUTbLCS C
HUMW), HO HE MOXEeT HU pefakTMpoBaTb WX, HW yaanaTb. B agpyron («csoeun»)
ONpEeKTopMM OH MoOXeT obpabaTtbiBaTb AOKYMeHTbl 6e3 OorpaHuMyeHuni, a B TPETbIo
ONPEKTOPMIO MOXET TOJIbKO 3anucbiBaTb FOTOBbIE MaTepuansl.

MycTb ANS  WUCNOAHEHMS AOOKYMeHTa BblgeneH kartanor ...\HHH\, a
Mnosib30BaTeNlb C pasHbIMKM NpaBaMU MOXET MUCMO/b30BaTbh noakatanorm Al,A2 n A3.
OTa 3agadva peanusyeTcs cneayowmmm atpubytamu.

OcHoBHble NnapamMeTpsbl

e NaeHTndukaTop:G2.

e [[paBa agMmnHuUcTpaTopa: Her.

e [leTanbHOCTb XYypHana: Huskaq.
MpaBa gocrtyna:

C:\ [R W C V. M E G X 0]
C:\ACCORD.NT\ [R Y G X 0]
C:\NORTON\ [R W C V M E X 0]
C:\TEMP\ [R W C D N V M E G S]
D:\ [R W M E G 0]
D:\HHH\ [ G 0]
D:\HHH\A1\ [R Vv G 0]
D:\HHH\A2\ [R W C D N V M E G S]
D:\HHH\A3\ [ W C Vv G 0]

N3 3Toro npuMmepa ACHO, 4YTO nepen BKIKOYEHMEM HEKOTOPOro MporpamMHOro
CpeAcTBa B MNepeyeHb UCMOoJSIb3yEMbIX B CUCTEME pasrpaHMYeHUa A0CTyna, HYXHO
ero 0ocobeHHOCTU Wu3y4nTb. WMN3yuyeHMe MOXEeT OCHOBbLIBATbCS Ha WCMNO/b30BaHUMU
BbICOKOIr0O YpPOBHS AeTaNIbHOCTU XypHasna U aHanu3e pe3ynbTaToB. [locne Toro, Kak
CTaHEeT $£CHO, KaKue pecypcbl TpebyeT TO WAM MHOE NpOrpamMMHOe CpeacTBo,
HeobXxoAMMO Ha OCHOBE aHanusa BbIABUTb, WMEKTCS JIM BO3MOXHOCTU AN
HapyweHusa MPO u MOXHO nn co3aaTth Takme MNP, koTopbie obecneyaT TpebyeMmbin
ypoBeHb 6e3omacHocTn MHdopMaunn. TonbkKo BCren 3a 3TUM aaMUHUCTpaTop bU
MOXET MNPUHATbL pelleHNne O BO3MOXHOCTU MPUMEHEHUS TeX WU WHbIX CPeacTB.
HekoTopble pekoMmeHaauun no popmmposaHuto MNP npu mncnonb3oBaHnum Hanbonee
pacnpoCTpaHeHHbIX MPOrpaMMHbIX CpeacTB 06paboTku nmHboOpMaumu npuBeaeHbl B
COOTBETCTBYIOLLEM pa3aene HUxXe.
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4.8. Npumep 8. To ke, UTO U 7, HO pa3peLueH AOCTYMN TOJIbKO K
KOPHIO AMCKa A

B aTOM cny4yae atpmbyTbl MOryT 6biTb TAaKUMMU:
MpaBa gocrtyna:

A\ [R Vv G 0]
C:\ [R W C V. M E G X 0]
C:\ACCORD.NT\ [R Y G X 0]
C:\NORTON\ [R W C V M E X 0]
C:\TEMP\ [R W C D N V M E G S]
D:\ [R W M E G 0]
D:\HHH\ [ G 0]
D:\HHH\A1\ [R Vv G 0]
D:\HHH\A2\ [R W C D N V M E G S]
D:\HHH\A3\ [ W C Vv G 0]

4.9. Npumep 9. To ke, HO NOJIb30BaTeJIb MOXKET YMTaTb BCe
¢dannbl, pasMmewleHHble Ha A

3TO O3HA4aeT, YTO MONb30BATENO AO0MKHbI OblTb AOCTYMHbI BCE MoaKaTasnoru,
T.€. HY)KHO YCTaHOBUTb aTpuUbyT HacnegoBaHUs «S»,

MpaBa gocrtyna:

A\ [R Vv G S]
C:\ [R W C V. M E G X 0]
C:\ACCORD.NT\ [R Y G X 0]
C:\NORTON\ [R W C V M E X 0]
C:\TEMP\ [R W C D N V M E G S]
D:\ [R W M E G 0]
D:\HHH\ [ G 0]
D:\HHH\A1\ [R Vv G 0]
D:\HHH\A2\ [R W C D N V M E G S]
D:\HHH\A3\ [ W C Vv G 0]

4.10.Mpumep 10. YcTaHOBKA aTtpubyTtoB pamnnos

Kak yxe oTMe4yanocCb, AONOSHUTENbHO MOryT onpeaenatbcs lNpaBa gocrtyna K
oTAenbHbIM danniam - ¢ NpMopuUTeTOM, Aaxe ecnu dans pacnofsioXeH B KaTasore,
AOCTyna K KOTOpPOMY JAaHHbIA nofnb3oBaTenb He wuMeeT. PaccmoTpuM  3agaudy,
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aHaNoOrnyHy npueeaeHHon B [lpuMepe 9, HO C TEM OT/IMYMEM, UYTO MCXOAHbIN
MaTepuan ans MCnosHeHUs AOKyMeHTa pacnonoxeH B ganne C:\BOOK\BOOK.DOC.

OTOT MaTepuan fo/keH 6biTb AOCTYNEeH MNosb30BaTesto, HO apyrme dannbl U3
TOro Xe KaTasiora A0/MKHbl 6bITb HEAOCTYMNHbI. B 3TOM cnyyae aTpmbyTbl MOryT 6bITb
TaKNMN:

MpaBa gocrtyna:

A\ [R Vv G S]
C:\ [R W C V. M E G X 0]
C:\ACCORD.NT\ [R Vv G X 0]
C:\BOOK\BOOK.DOC [R W C Y ]
C:\NORTON\ [R W C V M E X 0]
C:\TEMP\ [R W C D N V M E G S]
D:\ [R W C D N M E G 0]
D:\HHH\ [ G 0]
D:\HHH\A1\ [R Vv G 0]
D:\HHH\A2\ [R W C D N V M E G S]
D:\HHH\A3\ [ W C Vv G 0]

B pesynbtate paboTbl MOHWUTOpa  pa3rpaHuyeHMss  AOCTyna, npu
YCTaQHOBJ/IEHHbIX TakmM o6pa3oM aTpubyTax, nonb3oBaTeNlb HE CMOXEeT YBUAETb
ncxoaHbln anmn (T.k. He onucaH katanor BOOK), HO BNOSHE MOXET CKOMNMpoBaTb
ero komangown copy c:\book\book.doc d:\hhh\a2\c1\book.doc.

Obpatute BHMMaHMe Ha Hannudme atpubytoB W,C un V. O®OyHKUUK,
COOTBETCTBYHOLWIMNE 3TUM aTpmbyTaM, UCNONb3YHOTCA BCTPOEHHOM KoMaHaon DOS
«COPY>», n B 3TOM CBA3M YCTaHOBKa ux gasnsetca obsasatenbHon. YTobbl n3basutcs
OT TaKMX HeoAHO3HayHoCTen, BMecTo KoMaHAabl «COPY» nydwe wncnonb3oBaTb
cneumanbHO NOAroTOB/IEHHYIO NporpamMy. Ecnmn Bbel ncnonb3syete He command.com,
a ApYyron uMHTepnpeTaTtop KOMaHAHOW CTPOKWU, TO nepeyeHb aTpubyToB MOXET ObITb
apyrnm. Tak, ansa NDOS agoctaTtodHo atpubytoB R 1 V - OH HannucaH KOppeEKTHEN.

EcTecTBEHHO, Ha aHaNOrMYHOM TMPUHLUME MOXHO NOCTPOUTb M 3anucb B
3apaHee onpeaeneHHbin dann.

4.11.NMpumMmep 11. YcTaHOBKA aTpubyTOB ANA BblAENIEHHbIX
nporpamMmm

MpeaycMoTpeHa TakXe BO3MOXHOCTb YCTAHOBKW pa3pelleHus Ha UCMNONIHEeHUe
3a4a4, pa3MeweHHbIX B BblaesieHHOM danne - BblAeNeHHbIX 3ajad. [lycTb
HeobxoaAMMO 3anyCcTuTb yTunmuty TMTEST. [na 3TOoro yCTaHOBMM creaytouwme
aTpubyThI:

MpaBa gocrtyna:

A\ [R Vv G S]
C:\ [R W C VvV ™M E X 0]

()
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C:\ACCORD.NT\ [R Vv G 0]
C:\ACCORD.NT\TMTEST [ Vv X
EXE

C:\BOOK\BOOK.DOC [R W C Vv ]
C:\NORTON\ [R W C V M E X 0]
C:\TEMP\ [R W C D N V M E G S]
D:\ [R W C D N M E G 0]
D:\HHH\ [ G 0]
D:\HHH\A1\ [R Vv G 0]
D:\HHH\A2\ [R W C D N V M E G X S]
D:\HHH\A3\ [ W C Vv G 0]

B nanHHoM npumepe mn3 katanora C:\ACCORD.NT\ pa3peweH 3anyck TO/IbKO
nporpammbl TMTEST.EXE.

Obpatute BHMMaHue - KpoMme aTpubyTta «X» HeobxoAMMO YCTaHOBUTb M «\V>».
OTO cBsA3aHO C 0CcOob6eHHOCTAMM 3anycka 3agdaud (pyHkuma FindFirst).

4.12.Mpumep 12. 3anper goctyna Kk pamnam

MycTb nonb3oBaTtento A4 3anpeweH AOCTyn K ¢annam Cc pacwmpeHmnem .BAT un
.SYS, pa3melweHHbIM B KOpHEBOM KaTasnore gmucka C:. B 3ToM cnydae [P Bbirnaaar
Tak:

OcHOBHble NapaMeTpbl:

e NaeHTndukaTop: A4.

e [[paBa agMmnHuUcTpaTopa: Her.

e [leTanbHOCTb XYypHana: Huskaq.
MpaBa gocrtyna:

C:\ [R W C V. M E G X 0]
C:\ACCORD.NT\ [R Y G X 0]
C:\*.BAT [ ]
C:\*.SYS [ ]
C:\DOC\ [R W C N V M E G S]
C:\NORTON\ [R W C V M E X 0]
C:\TEMP\ [R W C D N V M E G S]

4.13.MpumMmep 13. AHaNnU3 pecypcos

Mepen TeM, Kak BkAUYUTL B AC HOBOE nNporpaMMHOEe CpeacTBo,
aagMuHucTpaTtop bW aonxeH n3yuymtb ero oCoO6eHHOCTM B 4acCTWU AOCTyMna K pecypcam.
He wucknio4yeHo, 4yTo Tpebyemble pecypCbl He MNO3BOMAAT MNPUMEHSATb W3Yy4YaeMble
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nporpammbl B coctaBe AC, wiu, BO3MOXHO, BO3HUKHET HeobxoaMmMoCTb
nepecMmoTpeTb «l1naH 3aWmnTbi».

Ons aHanu3a pecypcoB uenecoobpasHo ycTaHOBUTb B nporpamme «ACED32»
A1 HEKOTOPOro nosib30BaTeNsi BbICOKU YPOBEHb AeTallIbHOCTM XYpHana M NOJSHbIN
AOCTyn K KaTanoram wu dannaMm, nNpoBectM ceaHCc paboTbl C WU3y4YaeMbIM
MnporpaMMHbIM CpeacTBOM, a 3aTeM nocpeacTtsoM nporpaMmmbl «LOGVIEW» mnayuuntb
Tpebyembie ans paboTbl nporpaMmbl pecypcbl. Heo6xoaMMoO MOMHUTL, 4YTO 06beMm
XXYPHanoB Mpu BbICOKOM YpOBHe geTajnbHOCTM 6yaeT oyeHb 60sbWKMM, W, B 3TOMU
CBSA3K, CeaHC paboTbl Ao/mKeH ObiTb He CAMWKOM AJMHHBLIM. Jlydwe, B ciydae
HeobXoAMMOCTM, N3yYeHne NpPoBECTN HECKO/IbKMMN HEBONbLLUMMKN CeaHCaMM.

4.14.MpumMmep 14. Ucnonb3oBaHue aTtpubyrta «0O»

Myctb B coctaB AC BK/KOYEHA HeKOTopas chneumanusmpoBaHHas npouenypa
KonupoBaHUSA MHMOPpMaUnMM mycopy.exe (eCTeCTBEHHO, 3TO TO/bKO npumep). MycTb,
Takxe, no [ylaHy 3awuTbl Nosb30BaTeNnto AOCTYMHblI KaTanorun, Kak B [lNpumepe 7.
MonblTaeMCsa BOCMNO/b30BaTbCSA 3TOW Mpoueaypon Npu cneayrowwmx yCTaHOBJIEHHbIX
aTpmbyTax:

MpaBa gocrtyna:

C:\ [R W C V M E G X 0]
C:\ACCORD.NT\ [R Vv G 0]
C:\NORTON\ [R W C V M E X 0]
C:\TEMP\ [R W C D N V M E G S]
D:\ [R W C D N M E G 0]
D:\HHH\ [ G 0]
D:\HHH\A1\ [R Vv G 0]
D:\HHH\A2\ [R W C D N V M E G S]
D:\HHH\A3\ [ W C Vv G 0]

Bocnonb3yemcsa ans kKonmpoBaHus uMmerowencs B AC nporpamMMmor mycopy
d:\hhh\al\test.txt d:\hhh\a2\test.tst.

Mpu 3TOM 6yaeT BblgaHO coobuieHne 06 ownbke - 0 HEBO3MOXXHOCTU OTKPbITb
dann. N3meHnMm Tenepb aTpubyTbl AOCTyna, a MMEHHO B 4acCTW OMNMCaHUA Mnpas
aocrtyna kK katanory d:\hhh\al:

D:\HHH\A1\ [R Vv O G 0]

Mpw 3TOM npoueaypa byAeT ycnewHo BbiNOSIHEHA.



40
11443195.4012-036 90

4.15.MpumMmep 15. OnucaHme ceTeBOro pecypca

NnnocTpauuio MCNOMb30BaHUS CETEBbIX pPeCcypcoB MPOAEMOHCTPUPYEM Ha
3aja4ye, aHanorumyHow npuBeaeHHon B [lpumepe 7. 34ecb, OAHAKO, KaTasnoru
pa3MeLlalTCcs Ha cepBepe, a Nonab3oBaTeNn UMEKT pasfnnyHblie npasa. [NpuBoanMas
Lernoyka NnoKa3blBaeT, KakK MOXHO opraHusoBaTb KOHduaeHUManbHoe
aenonpoussoactso B ceTn. Heobxogmmo o06paTtuTb BHMMaHME Ha oOnNucaHue
KaTanoros, pacnosioXXeHHbIX Ha cepBepe.

Monb3oBaresnb: Al

OcHOBHble NapaMeTpbl:

e NaoeHTndukaTop:Al.

e [[paBa agMmnHuUcTpaTopa: Her.

e [leTanbHOCTb XYypHana: Hu3kasq.
MpaBa gocrtyna:

C:\ [R W C v M E G X 0 ¢9]
D:\ [R W C D N V M E G X 0 0]
\SERVER\VOL2\ [ G 0]
\SERVER\VOL2\A1\ [R Vv G X A 0]
\SERVER\VOL2\A2\ [R W C D N V M E G X 0 0]
\SERVER\VOL2\A3\ [ W C Vv G O 0]

Monb3oBaresnb: A2

OcHoBHble NnapamMeTpsbl

e NaeHTndukaTop:A2.

e [[paBa agMmnHuUcTpaTopa: Her.

e [leTanbHOCTb XYypHana: Huskaq.

MpaBa gocrtyna:
C:\ [R W C v M E G X 0 ¢9]
D:\ [R W C D N V M E G X 0 ¢9]
\SERVER\VOL2\ [ G 0]
\SERVER\VOL2\A1\ [R Vv G X A 0]
\SERVER\VOL2\A2\ [R W C D N V M E G X 0 0]
\SERVER\VOL2\A3\ [ w C Vv G O 0]

Monb3oBarennb: A3

OcHoBHble NnapamMeTpsbl

e NaeHTnduKaTop:A3.

e [[paBa agMmnHuUcTpaTopa: Her.

e [leTanbHOCTb XYypHana: Huskaq.
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MpaBa gocrtyna:

C:\ [R W C V M E G X O S]
D:\ [R W C D N V M E G X 0O 9]
\SERVER\VOL2\ [ G 0]
\SERVER\VOL2\A3\ [R Y G X A 0]
\SERVER\VOL2\A4\ [R W C D N V M E G X 0O 0]
\SERVER\VOL2\A5\ [ W C Vv G O 0]

MpuMmeyaHue: 4yTobbl AaTb MNOAb30OBATEsNt0 MOJSIHbIA AOCTYN KO BCEM CETEBbIM
pecypcaM, HYXHO B OMMWCaAHWUW KaTasnioroB BBECTU CUMBOJT « \ » U AaTb MOJIHbIN
aoctyn - [RWCDNVMEGXO S]. B 3ToM cny4dae AocTyn onpeaenserca ToSbKo
HaCTpOMKaMM CeTeBOro aAMUHUCTPUPOBAHMUSI.

4.16.Mpumep 16. CozpaHme N30IMPOBAHHOM NPOrpaMMHON cpeabl
(MNC) B OC Windows

Windows obnagaet Aoctato4yHO 06WMPHLIM HabopoM YHKUMK U YyTUAUT AN
M3MEHEeHNs KOHdUrypaumm m NOAKIYEHMNS HOBbIX YCTPONCTB U pecypcoB. C oaHOM
CTOPOHbI 3TN MYHKUMK obneryatoT paboTy KBanudpuUUMpoBaHHOMY MNO1b30BATENIO, HO
C ApYronm - MOryT CnyXuTb ucrtoyHmkom HCA. Hambonee addheKTUBHbIM Cnocobom
co3gaHusa WMNC sasnsetca co3pgaHme <«b6enoro» cnucka npoueccoB C MNOMOLUbIO
MaHAATHOrO0 MexaHuM3Ma pasrpaHuvyeHus [AoCTyna C KOHTPOJSieM MNpoLEeCcCcoB WU
ANHAMUYECKOro  KOHTpPONAs  UenocTHoctu damnoB wmn3  3Toro cnucka  (cm.
MpunoxeHne 3  OOKYMeHTa <«YCTaHOBKa nMpaBwa  pasrpaHuyeHus  gocTtyna.
Mporpamma ACED32» 11443195.4012-036 97), KakK WCcnonb3ys, TakK W He
ncnonb3lysa ytunuty Actskmng.exe.

Mpn wnCnNonb30BaHMM MaHAATHOrO MexXaHu3Ma B peaakTope npaB AocTyna
ACED32.EXE aBTOMaTmM4yecku BK4arwTca B cnucok [P Bce 3agayn, KOTopble B
AOaHHbIA MOMEHT HaxoaaTca B nNamatu. B ganbHenwem 3TOT CAMCOK  MOXeT
KOPPEKTUPOBATbLCA aAAMUHUCTPATOPOM Ha OCHOBE WMWHMOpMauum B XKypHane
pernctpauuun. [lonb3oBaTteno (MM oOnepauMoHHas CUCTEMa B CeaHce 3Toro
nonb3oBaTensl) He CMoXeT B npouecce paboTbl 3anyCTUTb NpPOLECC, KOTOPbIN
MbITAa€TCA NONYYUTb AOCTYM K Pecypcy, HO He BKJIOYEH B 3TOT CMAMCOK, WM €ero
YPOBEHb AOCTYyMa HWUXE MEeTKW AOoCTyna pecypca. llpoueccy MOXHO Ha3HauuTb
YPOBEHb A0CTyna TakuM obpa3oMm, 4Tobbl ob6bpabaTtbiBaTb AaHHble(06bEKTbI) C
onpeaeneHHoOn MEeTKOM AO0CTyna NoJib30BaTeslb CMOI TOMIbKO npoueccamu(3agadamm)
C onpeaeneHHbIM YPOBHEM A0CTyna.

JocTyn K nonb30oBaTeNnbCKMM KaTanoram u dannam cneayetr nponucaTtb B
COOTBETCTBUU C MOSIHOMOYUSMM, YCTAHOBNEHHbLIMMU ANS AAHHOro nonb3oBaTtens (c
MCNONb30BaHMEM ANCKPELUMOHHOr0 UM MaHAaTHoOro metoga). Aoctyn K dannam wm
nankam oOnepauuMoHHOM CUCTEMbI OMUCbIBAKOTCSA TakK, 4Tobbl obecneunTtb
paboTOCNOCOBHOCTL CUCTEMbI, HO UCKOYNUTb BO3MOXXHOCTb HECAHKLMOHMPOBAHHOIO
N3MEHEHMUS. Mocne nepes3arpy3kn KOMMbOTEPpa WU BxoAa B CUCTEMY
3aperncTpmMpoBaHHoOro nosnb3oBatens 3anyctutca OC  Windows, B KOTOpom
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nonb3oBaTesb MOXeT paboTaTb TOAbLKO B pa3pelleHHbIX KaTanorax U TONbKO C
ycTtaHoBsieHHbIM 10. MNP B 3TOM cny4yae MOryT BbIraaeTb Tak:

e [Mlonb3oBaTtenb: MAIN_USER.
e [IlpaBa agMMHUCTpaTOpa: Her.
e [leTanbHOCTb XYypHana: Hu3kasq.

A\ [R VO G S
OBumenoCTYIIHO

C:\ [R VO G X0]
OBumenoCTYIIHO

C:\ACCORD.NT\ [ S]
OBumenoCTYIIHO

C:\BOOT.INI [ ]

C:\DOCUMENTS AND SETTINGS\ [RWCDNV MEGn XS]
OBumenoCTYIIHO

C:\PROGRAM FILES\ [R VO G XS]
OBumenoCTYIIHO

C:\PROGRAM FILES\MICROSOFT OFFICE\ [R \ G S]
OBumenoCTYIIHO

C:\PROGRAM FILES\MICROSOFT OFFICE\*.DLL [R \Y X ]

C:\PROGRAM FILES\MICROSOFT OFFICE\*.EXE [R \Y X ]

C:\RECYCLED\ [RWCDNV MEGn S]
OBumenoCTYIIHO

C:\WINNT\ [R VO G XS]
OBumenoCTYIIHO

C:\WINNT\SYSTEM32\ACCESS.CPL

:\WINNT\SYSTEM32\ACCORD.SCR R \Y X
:\WINNT\SYSTEM32\ACGINA.DLL R \Y% X
:\WINNT\SYSTEM32\ACRUNVDD. DLL R \Y% X
:\WINNT\SYSTEM32\ACRUNVDD.EXE R \Y% X
:\WINNT\SYSTEM32\ALSNDMGR.CPL
:\WINNT\SYSTEM32\APPWIZ.CPL
:\WINNT\SYSTEM32\AUTOEXEC.NT R

R \Y% X

:\WINNT\SYSTEM32\BDEADMIN.CPL

:\WINNT\SYSTEM32\DESK.CPL

:\WINNT\SYSTEM32\DRIVERS\ACRUN.SYS

:\WINNT\SYSTEM32\FAX.CPL

:\WINNT\SYSTEM32\HDWWIZ.CPL

:\WINNT\SYSTEM32\IAMCPL.CPL

[
[
[
[
[
[
[
[
:\WINNT\SYSTEM32\AZIAHLP.DLL [
[
[
[
[
[
(
[

Q Q| Q] Q] QO Q| Q] Q] QO Q| Q] O] O | O

:\WINNT\SYSTEM32\INETCPL.CPL
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:\WINNT\SYSTEM32\INTL.CPL

:\WINNT\SYSTEM32\IRPROPS.CPL

:\WINNT\SYSTEM32\JOY.CPL

:\WINNT\SYSTEM32\MAIN.CPL

:\WINNT\SYSTEM32\MMSYS.CPL

:\WINNT\SYSTEM32\NCPA.CPL

:\WINNT\SYSTEM32\NWC.CPL

:\WINNT\SYSTEM32\ODBCCP32.CPL

:\WINNT\SYSTEM32\POWERCFG.CPL

:\WINNT\SYSTEM32\STICPL.CPL

:\WINNT\SYSTEM32\SYSDM.CPL

:\WINNT\SYSTEM32\TELEPHON.CPL

:\WINNT\SYSTEM32\TIMEDATE.CPL

:\WINNT\SYSTEM32\TMATTACH.DLL

:\WINNT\SYSTEM32\TMDRV32.DLL

— | —| = = = =] = = = = = =] =] =] —

o =m

Q Q| Q] Q] QO Q| Q] O] O Q] Q] O Q| Q] Q] O

OBumenoCTyYIIHO

:\WINNT\TEMP\

[RWCDNV MEGn

S]

D:\
OBumenoCTYIIHO

[R

VO G

0]

D:\OPEN_DOC\

RWCDNV MEGn

CexpeTHO

E:\

R Y G

E:\RECYCLED\

RWCDNV MEGn

E:\SYSTEM VOLUME INFORMATION\

RW \ G

S]
0]
S]
S]

ACCORD.SCR
ACRUNNT .EXE
AUTOCHK.EXE
CSRSS.EXE
EXPLORER.EXE
INTERNAT.EXE
LSASS.EXE
MPNOTIFY .EXE
NDDEAGNT .EXE
OSA.EXE
PSTORES .EXE
REALPLAY .EXE
RPCSS.EXE
SERVICES.EXE
SETUP.EXE
SMSS.EXE
SPOOLSS.EXE
SYSTEM
SYSTRAY .EXE
TASKMGR.EXE
USERINIT.EXE
WINLOGON.EXE

OBmenoCTyIIHO ]
OBmenoCTyIIHO ]
OBmenoCTyIIHO ]
OBmenoCTyIIHO ]
OBmenoCTyIIHO ]
OBmenoCTyIIHO ]
OBmenoCTyIIHO ]
OBmenoCTyIIHO ]
OBmenoCTyIIHO ]
OBmenoCTyIIHO ]
OBmenoCTyIIHO ]
OBmenoCTyIIHO ]
OBmenoCTyIIHO ]
OBmenoCTyIIHO]
OBmenoCTyIIHO ]
OBmenoCTyIIHO ]
OBmenoCTyIIHO ]
OBmenoCTyIIHO ]
OBmenoCTyIIHO ]
OBmenoCTyIIHO ]
OBmenoCTyIIHO ]

]

[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[OBmenoCTYIIHO
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WINWORD.EXE [CexpeTHO]
_AVPCC.EXE [OBWEenmoCTYIIHO ]

Monb3oBaTenb CMoOXeT paboTaTb C¢ AokymMeHTamum B kaTtanore D:\OPEN_DOC
Tonbko cpeactsamm WinWord, n He MOXeT U3MEeHUTb KOHpUrypaumo CUCTEMBI.

4.17.MpumMmep 17. Perncrtpaumna BbiBoAa AOKYMEHTAa Ha
nevyartamoujee yCTpomcreo

Monb3oBatenb: MAIN_USER.

e [IlpaBa agMnHUCTpaTopa: Her.

e CTtapTtoBbi kaTtanor: C:\.

e [leTanbHOCTb XYypHana: Huskaq.

A\ [R W C D N V O M E G X 9]
C:\ [R W V O G X 0]
C:\ACCORD.NT\ [R W V O G S]
C:\DRWEB\ [R W V O G S]
C:\MSOFFICE\ [R W C D N V O M E G X 9]
C:\PROGRAM FILES\ [R W C D N V O M E G X 9]
C:\TEMP\ [R W C D N V O M E G S]
C:\WINNT\ [R W C D N V O M E G X 9]

Ons peructpauMm BbiBOA@ [AOKYMEHTa Ha nevyaTawuee YCTPOUCTBO W
MapKMPOBKN KOHMUAEHUNANBHOIO [AOKYMEHTA HYXHO YCTaHOBUTb MNOACUCTEMY
KOHTPONSA ne4yaTu M BKAKYUTb MNOSb30BATENO OMUUID «AKTUBUMPOBATb KOHTPOSb
neyaTtun».

Ons perncrtpaumm TONbKO @dakKTa BbiBOAA [AOKYMEHTaA Ha nevyaTtatwollee
YCTPOMCTBO AOCTAaTOYHO YCTaHOBWUTb aTpumbyT w (perucrtpauus 3anmcu) B COMCKe
aTpnbytoB ob6bekTa C:\WINNT\SPOOL\PRINTERS\.
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5. MNpaBoBble acnekTbl NTPUMEeHEeHUA KOMIMJieKkca

MporpaMMHo-annapaTHbii kKoMmnnekc C3W HCO <«Akkopa-Win32»>™ v.4.0 un
CONyTCTBYHOWAA AOKYMEHTauus 3alimueHbl 3aKoHOM Poccmm 06 aBTOpCKMX npaBax,
a TakKXe nonoXxeHmamu MexayHapoaHoro [dorosopa. Jlioboe wucnonb3oBaHue
AAHHOro KOMNJEeKca B HapyleHune 3akoHa 06 aBTOPCKMX NpaBax WM B HapylleHue
nonoxeHun 3 Ha koMmnnekc 6byaer npecneposatbcss OKB CAIP B cuny Hawmx
BO3MOXHOCTEMN.

ABTOpCKME MpaBa Ha AaHHOEe m3genue, B TOM 4ucie annapaTHble cpeacTtea U
cneunanbHoe 10, npuHagnexat OKB CAIP, Poccua, 115114, r. MockBa, 2-#
KoxeBHu4eckun nep. A.12, ten. (495) 994-72-62, dakc: (495) 234-03-10, E-mail:
okbsapr@okbsapr.ru.

OKBb CAIlP paspewaer Bam pgenatb apxmBHble KOMUM MNPOrpaMMHOro
obecneyeHnss komnnekca AKKOPA™ ans  uvcnonb3oBaHUS  noTpebutenem,
npnobpetwunm komniekc AKKOPA™ B ycTaHOBNEHHOM nopsake. HW npu Kakux
obcTosiTenbCcTBax  nporpamMMHoe  obecnedyeHue  komnnekca AKKOPAO™  He
pacnpocTpaHseTca Mexay apyrmmm npeanpuatnamu (bmpmMammn) u nMuamu.

Ypanate B npoaykuum komnnekca AKKOPA™ yBeaomneHne o6 aBTOPCKUX
npaBax HWU Npu Kaknx obCcToaTeNnbCTBax He AOMNYyCKaeTcs.

NMpumeHeHne cpeacts komnnekca AKKOPA pna apyrux uenem BO3MOXHO
TONbKO MPpWU Hannumm nnceMeHHoro cornacnsa OKB CATP.

OTMeTUM, 4YTO Npeablaylme orpaHMyeHns He 3anpewatoT BamM pacnpocTpaHaTb
Bawny cobCTBEHHblE UCXOAHbIE KOAbI WAM MOAYAU, CBSAI3@aHHble C MPUMEHEHUEM
nporpaMmMHoro obecnedeHmnsa komnnekca AKKOP[. OaHako, TOT, KTO nofny4vaeT oT
Bac Takme ncxogHble KoAbl MU MOAYNN, OO/MKEH NpUobpecTn COBCTBEHHYIO KOMMUIO
Hawero nporpamMmMHoro obecne4yeHus, 4ytobbl Ha 3aKOHHOM OCHOBAHWW UCMONb30BaTb
€ro U UMeTb cepTudUKaT COOTBETCTBUA.

OKBE CATIP rapaHTUpyeT McnpaBHOCTb PM3NYECKUX IK3EMMAAPOB annapaTypbl
M OOKYMeHTauumun, rnoctaBnsgemblx B coctaBe kKomnnekca AKKOP/[, cornacHo
dopmMynsipy Ha 3TOT KOMMJEKC.

Mbl npocuM nofsib3oBaTenss npuv  obHapyXeHun owunbok unm pedekToB
HanpaBuUTb HaM NoApPO6HbLIN OTYET O BO3HUKLIKMX NpobnemMax, KOTOpblA MO3BOAUT
HanTK n 3apukcmposBaTtb npobnemy.

Komnnekc AKKOP/ noctaBndetca no npuHumny «as is», 1.e. OKB CAIP Hu
npu Kaknx obCToATeNnbCTBaxX He npeaycMaTpmBaeT HMKAKOWM KOMMNeHcauuu 3a Bawwwm
AONoNHUTENbHblE YObITKM, BKAOYasa ntobble notepu npubblan, notepm COXpPaHHOCTU
nnu ppyrme yb6bbITKM BCNeaCTBUME aBapuHbIX CUTyauui WM UX MOCNeAcTBUMN,
ybbITKM, KOTOpble MOryT BO3HWKHYTb M3-3a MCMNOJIb30BaHUS WM HEBO3MOXHOCTU
ncnonb3oBaHusa komnnekca AKKOP/[. TeM He MeHee, ntobble Bawun notepu MoryT
6bITb BO3MelWeHbl B TOM cfiyyae, ecnu Bbl odopMmTe CTpaxoBon nonauc no pasneny
«CTpaxoBaHune wuHdOpMaumMoHHONn 6e3onacHocTtu». CTpaxoBka odopmasieTcs no
Bawemy TpeboBaHMIO HEMOCPEACTBEHHO Y NOCTaBLMKa.
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Mpn nokynke mn npuMmeHeHun komnnekca AKKOPA npeanonaraetcd, 4to Bbi
3HaKOMbl C JdaHHbIMM TpeboBaHMAMM aBTOpPOB pa3paboTkKM U  U3roToBEHUS
komnnekca AKKOP/] n cornacHsbl ¢ NOSIOXXEHUAMU HACTOSALWEro pasaena.
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6. TEXHUYECKASA NMOAAEPXXKA

B cnyyae Heobxoammoctn koHcynbTaumm 3A0 «OKB CAIP» npeanaraet 6e3
AOMONTHNTENBbHOM oONAaTbl C NoHeaenbHMKa no natHuuy ¢ 10-00 mao 18-00 (mo
MOCKOBCKOMY BpeMeHn) obpallaTtbCcsa no tenedoHam:

+7 (495) 994-49-96
+7 (495) 994-49-97
+7 (926) 235-89-17
+7 (926) 762-17-72

WM NO agpecaM 3/1EKTPOHHOW NOYThI:
help@okbsapr.ru
support@okbsapr.ru

Bonpocbkl no akcnayaTauMyu KOMMJieKCa MOXHO TaKXXe 3a4aTb Ha (popyMe Ha HalleMm
camTte www.accord.ru.

Haw aapec B UHTepHeTe http://www.okbsapr.ru/.
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MpunoxxeHune 1. PekoMmeHaauuMm no opraHMsaumm ciny»xo6bl
nHpopMaLuMoOHHON 6e30nNacHOCTH

OTBeTCTBEHHbIMM 3a 3awuTty uHdopmaumm B AC (CBT) sasnswTcsa Bce
pyKOBOAUTENN U OTAENbHbIE NOMb30BaTen (onepaTtopbl) B Npeaenax ux cnyxebHowu
KOMMNeTeHUNMN.

[nsa HenocpeACTBEHHOW opraHmsauum u obecnedyeHmss QYHKUMOHUPOBAHUS
CUCTEeMbl 3awuTbl MHPOpMaumm, Kak kKomrnoHeHTa AC, B opraHmsaumm (Ha
npegnpuatTun, dupMe - panee no TeKCTy opraHu3auum) A0MKHbl - ObiTb
npeaycMoOTpeHbl CreunanbHbie opraHbl WAWM OTBETCTBEHHble nuua - cniyxba
6esonacHocTn nHdopmaumm (CbUN) nnm agMnHmncTpatop 6e30nacHOCTU MHpopMaumu.

CotpyaHukn CBWN (agMmmHucTpatop BW) nomMmmo 6e3ynpedHon penytauum u
MOMHOrO A0BEpUS CO CTOPOHbI PYKOBOACTBA OpraHusaumm A[O/KHbl obnagaTb
onpeneneHHbIM YpPOBHEM 3HAHUM M HAaBbIKOB B 006/1aCTW BbIYNCINTENIBHON TEXHUKMU,
AOCTaTOYHbIM AN  SCHOro MOHMMaHUS BCeX BUMAOB Yrpo3 annapaTHbIM W
nporpaMmMHo-mHdpopMaunoHHbiM pecypcam AC (CBT) wu HeobxoauMbiM  Ans
rPaMOTHOro ynpasseHns n apPeKTUBHOro NpUMEHEHNS CPeacTB 3amThl.

OpraHu3auymnoHHo-rnpasoBoy cratyc CbU (aamuHucTpatopa bU).

e CBbM (agMuHucTtpatop BW) [OMKHBbI MNOAUYMHATLCS TOMY ULy, KOTOpoe B
AAHHOM oOpraHmM3aumm HeceT NnepcoHasbHYK OTBETCTBEHHOCTb 3a cobnwgeHune
npasun obpalleHns ¢ 3awmiaemMmon nHdopmaumen;

e COTPYAHUKKN cnyx6bl (aaMmHuUcTpaTop BW) Ao/mKHBI MMETb NMpaBo AOCTyna BO
BCe TroOMelleHus, rae YycraHosneHa annapatypa AC w©n npaBo npekpalwaTb
aBTOMaTU3NPOBaHHYO 06paboTKy MHMOpMaUMM NPU HATUYUKU UKW YIpO3e YTEUKWU
3awmuaemMon nHpopMaunmn;

e pykoBoautento CBWU (aamuHucTpatopy BW) pomxkHo 6biTb npenoctaBfieHo
npaBo 3anpelaTtb BK/AKYEHME B 4YUCNO AEUCTBYHOLMX HOBble 3/1IEMEHTHI
KoMnoHeHToB AC, ec/in OHM He oTBeyatoT TpeboBaHUAM 3alWmnTbl MHPOPMaLWNK;

e cnyxxbe bW (aamuHuctpaTopy BW) aonkHbl obecnedymBaTbCs BCE YC/0BUS,
HeobxoanMble AN BbINONHEHNSA CBOMX DYHKLMOHANbHbIX 06593aHHOCTEN;

e UAC/TIEHHOCTb CnyXbbl pomkeH 6bITb AOCTAaTOYHbIM A7 BbINOJHEHUS
rnepeyYncneHHbiX Bbile PYHKUMNA, NMPWM 3TOM WITATHbIA COCTaB He AO0/IXEH mMeTb (No
BO3MOXHOCTU) ApYruX 06593aHHOCTEN, CBA3aHHbIX C PyHKUMOHMpoBaHMeM AC;

e CO34aBaeMasl CTPYKTypa 3awutbl uHpopmauunm B CBT npu npuMmeHeHuu
komnnekcos C3W HCO <«Akkopa»™ [Oo/KHA NOAAEPXMBATLCA  MeXaHU3MOM
YCTaHOB/IEHUS MNOMHOMOYMIK nonb3oBatensaMm CBT v ynpaBneHmeM mx AOCTYMNOM K
nHdopMaumMoHHbIM pecypcaM. [nga atoro CBU (agmuHuctpatop BWN) paspabaTtbiBaeT
W BBOAUT B AENCTBME YCTAHOB/EHHbIM B OpraHusauuu nopsiakoM opraHm3aunoHHO-
rnpaBoOBble AOKYMEHTbl No npuMeHeHunto CBT ¢ BHeapeHHbIMU CpeacTBaMn 3aWmTbl C
y4yeToOM AEeNCTBYHOWMX HOPMATUBHbIX U 3aKOHOAATENbHbIX AOKYMEHTOB.

O6sa3aHHOCTM agMuHuUcTpatopa bW no npumeHenuto komnnekcos C3UM HCA
«Akkopa»™:

1) Ha ocHoBe «[llnaHa 3awmuTbl», BBEAEHHOro B OopraHusauuu, paspabaTtbiBaTtb
Tabnuubl pasrpaHnyeHnMs AOCTyna K 3aluuaeMbiM pecypcaMm, BBOAUTL (Mnpwu
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yCTAaHOBKE KOMMJeKca) MOJIHOMOYUS MNONIb30BaTENIEN U KOPPEKTUPOBATb UX B XoAe
akcnnyaTtauyum CBT.

2) YcTaHaBnmBaTb Komnnekc 3awmtel B CBT w© opraHmsoBbiBaTb ee
3KCnayaTauumio ¢ BHegpPEeHHbIMU CcpeaCcTBaMM 3alUThI.

BHUMAHME! Mocne yctaHoBkM KoMniekca B CBT AomKHbI 6bITb NPUHATBI Mepbl MO
obecneyeHnio HeusBAeYeHUss naaTbl KOHTponnepa (onedaTblBaHME MaCTUYHOW
neyaTblo, MOKPbLITON CUINKATHLIM KfleeM (OKMAKUM CTEKSIOM) UK Ap.

3) TwaTtenbHO aHanM3npoBaTb npoueccbl @GYHKUMOHMPOBAHUA MNpPOrpamm,
KOTopble 6yayT 3akpenseHbl 3a NOS1b30BaTENSAMU, B COOTBETCTBMM C 3TUM CO34aBaThb
ONS KaXKaoro M3 HUX WU30/IMPOBAHHYHO MPOrpaMMHY0 cpeny WCMOSHEHUS 3adauun,
ncxoas M3 nx GyHKUMOHanNbHbIX 0693aHHOCTEN.

BHUMAHME! HexenaTtenbHo, YTOOBbI nporpamMmebl, 3aKpenyeHHble 3a
nonb3oBaTensiMm, UMEeNM BO3MOXHOCTb AOCTyna K AuckaMm no abContoTHbIM
CeKkTopaM, BO3MOXHOCTb NPSAMOro peaakTUpoBaHUS NamMsaTu.

4) ObyyaTb nonb3oBaTenen npasunam ob6paboTkm 3awmwaeMon nHdopmaumu,
KOHTPONMpOBaTb MNPaBUIbHOCTb MPUMEHEHUS UMUK CPEeACTB 3alWWUTbl KOMMAEKca u
OKa3blBaTb MOMOWb B YacTu opraHusaumm pabotbl Ha CBT C BHeApPEHHbIM
KOMMNEKCOM 3alnThbl.

5) KOHTponMpoBaTb Ha LENOCTHOCTb (Ha YpOBHE KOHTponnepa), caeaywoowme
dannbl:

\WinNT\System32\Drivers\ACRUN.SYS;

\WinNT\System32\Drivers\TMACxx.SYS (cnmBONbI X X MOTYT
pa3nnyaTtbCs B 3aBUCMMOCTM OT BEPCUN KOHTpoOnepa);

\WinNT\System32\TMDRV32.DLL;
\WinNT\System32\TMATTACH.DLL;
\WinNT\System32\MSGINA.DLL;
\WinNT\System32\ACGINA.DLL;
\WinNT\System32\ACRUNNT.EXE.

6) BbiaBNATb BO3MOXHble KaHanbl HCO K wuHdoOpMauum nNpu MNpUMEHEeHUnu
KOMMJ1eKca, rOTOBUTb NPEeANOXEHNS MO UX YCTPAHEHMUIO.

7) CuctemMaTnyeckm aHanmM3nmpoBaTb COCTOSIHME KOMMJeKCa U ero OoTAeNbHbIX
CpeacTB, Mnepumoauyeckm TnpoBOAUTb MX TeCTUpOBaHME U MNpPOBEPKY 3aWMTHbLIX
dyHKUMAN KOMNeKca, 0 4YeM AenaTb OTMeTKY B dopmynspe.

8) PerynsipHo  aHanuM3uMpoBaTb  COAEpXaHMe  CUCTEMHOro XypHana u
pa3pabaTbiBaTb MEpPbl MO WCK/OYEHUIO HENPaBUIbHOMO MNPUMEHEHUS KOMMJieKca
nosib30BaTENSAMM.

BHUMAHME! AgMnHUCTpaTop AO0IXKEH AOBECTU A0 NoJSib30BaTesien pacnopsi>XeHue o
3anpeTe CHATUA 3ajay C BbIMNOJIHEHUA MPU NOMOLWUM BbIKAKYEHUSA NUTAHUA UK NO
Ha)aTtun knasmwmn <RESET>.
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9) PaspabaTtbiBaTb M BBOAUTb YCTAHOBMIEHHbIM MOPSAKOM HeobxoauMyto
YUYETHYIO W OO6BbEKTOBYK AOKYMeHTauuto (KypHan ydyeTa wuWAEHTUPUKATOpPOB,
MHCTPYKLMKM NONb30BaTeNsam v ap.).

10) Pa3pabaTbiBaTb M yTBEpXAaTb B YCTAHOBSIEHHOM MopsiiKe CUCTEMY Mep
N OENCTBMM Ha Cllyyal HenpeaBUAEHHbIX 06CTOATENLCTB (3apaxeHue obbekTta BT
HOBbIM TuUNoM Bupyca, ¢aktos HCO K wuHdOpMauum, HapyweHuss npasun
dYHKUMOHNUPOBAHUSA CUCTEMbI 3alUUTbI U T.4.).

11) B nepumoag npodwunaktndyecknx pabor Ha CBT cHuMaTb, npwu
Heob6x0ANMOCTN, KOMMNEKC C 3KCNayaTauMm, 0 Yem aenaTb OTMETKY B popmynspe.

12) MpuHuMaTb Mepbl Npu nonbiTkax HCA Kk 3awuwaemon unHdbopmaumm um
HapyweHun npaBua  QYHKUMOHMPOBAHUS  CUCTEMbI  3awmTbl. O6583aHHOCTH
aagMuHucTpatopa bW AomkHbl O6biTb OTpa)eHbl B «WHCTPYKUMM agMUHUCTPATOpa
6e3onacHocTn wHMOpMaUMnN», YTBEPXAEHHOW COOTBETCTBYHOLWMUM AO/IKHOCTHbIM
NNLOM.
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Mpuno)xeHue 2. Onepauum, pukcmpyembie NnoaCMCTeMon
perncrpauymm KoMrnJsiekca

B Tabnnue 1 npmeeneHa pacwmndpoBka KoA0B COObITUN XypHana perncrpaunm

CrnoO «Akkopa».

Ta6nuua 1 - PacuuncdpoBka koaoB cobbitnit CNMO «Akkopa>»

Kop cobbiTnsa

| PacwundcdpoBka Koga cobbiTusi

Koabl cobbiTnii paitnoB n kaTanoros

ChangeDir CMeHa kaTanora

ChMod YcTtaHoBKa/cMeHa aTpubyToB
CloseFile 3akpbiTne danna

CreateDir Co3gaHue KaTanora

CreateFile Co3paHue daiina

DeleteDir YpganeHue katanora

DeleteFile YnaneHune danna

DriveAccess JdocTyn K AgUuCKy

Exec 3anyck nporpamMmbl

Exit 3aBeplleHne nporpaMmsl
OpenFile OTKpbITHME hanna

RenameDir NepenMeHoOBaHWe KaTanora
RenameFile MepenMeHoBaHMe daiina
Search Mouck danna/kartanora
SetDate YcTaHOBKa CMCTEMHOM AaThl
SetTime YCTaHOBKa CMCTEMHOr0 BpeMeHu
Traverse MpoBepkKa CyLWwecTBOBaHUSA NyTu

Koabl cobbiTUii KNlOYei peecTpa

RegCloseKey

3aKpbITMe K4a peecTpa

RegCreateKey

Co3gaHue Knw4ya peecTpa

RegCreateValue

Co3aaHue nepeMeHHoM B KK4e peectpa

RegDeleteKey

YpaneHve Kaya peecrpa

RegDeleteValue

YaaneHue nepeMeHHon 13 Ka4va peecrpa

RegEnumKey Mounck KaKYen peecrtpa
RegEnumValue9 MonCK nepeMeHHbIX B KJIloYe peecTtpa
RegOpenKey0 OTKpbITME K/Io4Ya peecTpa

RegQueryValue

YTeHne nepeMeHHOW 13 KJ4Ya peectpa

RegSetValue

MN3MeHeHWe 3Ha4YeHUs nepeMeHHON B Koye peectpa

Koabl coO6bITUN XpaHUTENA SKpaHa

SSOffAtAdmin ScreenSaver

Paz6noknposka c nomowbio TM agMmHucTtpaTopa APM AbU

SSOffAtRemoute ScreenSaver

Pazbnoknposka c APM ABU

SSOffAtTM ScreenSaver

PazbnoknpoBka ¢ nomoubio TM

SSOffBadTM

MonbiTka pa3bnoknpoBaTb He TeM TM, KOTOPbIM OCYLLECTBASIACb
610KMpoOBKa

SSOnAtHotKey ScreenSaver

B/oKMpoBKa C MOMOLLBbIO KNaBmaTypsbl

SSOnAtRemoute ScreenSaver

bnoknposka ¢ APM ABUN

SSOnAtTimeout 0 ScreenSaver

B/oKMpoBKa NO BpEMEHU HEAKTUBHOCTU

SSTimeDisable

BbikntoyeH BpeMeHHOM KOHTpOJb ScreenSaver-a

SSTimeEnable

BknoyeH BpeMeHHON KOHTpo/b ScreenSaver-a
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Koabl cobbiTuii npoBepku ¢ainnos

EndCheck KoHel, npoBepkn cnucka cannos
EndUpdate KoHeL, obHOBeHMs cnucka dannos
FileCheck MpoBepka danna

GetPrivateKey MonyyeHmne ceKpeTHOro Kjk4a
StartCheck Ha4vano npoBepku cnmcka dainnos
StartUpdate Ha4vano o6HoBNeHUsA cnucka ganios
TotalEDS Moanuck cnucka ganaos

TotalHash Xaw cnucka dannos
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MpunoxkeHune 3. Cnucok cob6biTnin NAK «Akkopa-Win32»,
perncTpmpyemMmbix B CUCTEMHOM ypHane OC

CobbiTna TMAK

«AKKOpL>»,

pernctpupyemMmole B CUCTEMHOM XypHane OC,

BO3MOXHbIE€ MPUYMNHbI X BO3HUKHOBEHUS U MOPSAOK AENCTBUA B Ciyyae NosiBNeHUs
cooblleHuns oTpaxeHbl B Tabnunue 2.

Ta6naunua 2 — Co6bbiTna NAK «AKkoppa»>», peructpmpyemMbie B CACTEMHOM >ypHane OC

Coob6leHune

BO3MOXHbIe
NPUYUHDI
BO3HUKHOBEHMSA
coobweHunn

Mopapok AoeincTBMi B ciyyae nosiBIeHUus
coobuieHuns

He HanaeH kntoueBow
NVNLUEH3MOHHbIN dhann!

OTCyTCTBYET K/HOUEBOM
dann nMueH3nn

1) Heobxoaumo
NpoBepKMn
(TmExplor.exe);
2) npucnaTtb 3HadeHune nonen <«S/N» wu
«UID» no aapecy 3NE€KTPOHHOW MNOYThI
key@okbsapr.ru;

3) nNpoM3BOACTBEHHbIV OTAen chopMupyeT
dann NMUEeH3nM N OTNPaBUT ero 3aKasunky;
4) nony4yeHHblh dann  ckonupoBaTb B
KaTtanor c ycTaHoBNeHHbIMM dannamm C3U
«AKKOpA» noa uMeHeM «accord.key»

3anycTuTb
paboTbl

Tect  ans
KOHTponnepa

HeBepHbIli Ko4YeBoO
dann nuyeHsnn!

®ann nuueH3nm
nospexaeH (T.e.
UMEIOTCSA NOBpeXAeHUS
noAnucK, Aatbl
cosgaHua darina
NNLEH3UKN, CEPUNHOIO
HOMepa 1 T.4.)

1) Heobxoammo coobwmTb 0 NOBpeXAeHUU
darina nMUeH3nn n NpucnaTb NOBPEXAEHHbIN
darn  no appecy 3NEeKTPOHHOM  MOYThl
key@okbsapr.ru;

2) nNpOU3BOACTBEHHbLIM oTAaen cdopmupyeT
KOPPEKTHbIN (hann nUUEH3NN 1 OTNPaBUT ero
3aKasuyunKy;

3) nony4yeHHbIn dann Hy>XHO CKOMMpPOBaTb

B KaTanor C yCTaHOBMEHHbIMK dhannammu C3U
«AKKOpA» noa nMeHeM «accord.key»

Kntouesor dainn
NULEH3UN HE MoaAXoauT
Ana aaHHoi nnatol!

Nmetowmiica dain
NNLEH3UK
npegHasHadeH Ans
Apyroro Tmna
KOHTposnepa
«Akkopa-AMA3»

1) HeobxoauMo coobwnTb 0 TOM, UYTO dhain
NUUEeH3MW npeaHasHayveH Aas Apyroro Ttuna
KOHTpoOnnepa, n npucnaTtb nMmewwmmnca danin
no aapecy 3NEeKTPOHHOM noyTbl
key@okbsapr.ru;

2) nNpOU3BOACTBEHHbLIN oTAaen cdhopmupyeT
KOpPpPEeKTHbIN dhann nMueH3Mn n oTnpaBuT ero
3aKas3unKy;

3) nony4yeHHbIn dann Hy>XHO CKOMMpPOBaTb

B KaTanor C yCTaHOBMEeHHbIMK dhannamu C3U
«AKKOpA» noA nMeHeM «accord.key»

NcTek cpok aencreums
nmueH3suun!

Cpok pericteusa danna
NNLEH3UN UCTEK

1) HeobxoanMo coobwmTb O TOM, YTO CPOK
OEeNCTBMS  NIMLUEH3MM  UCTEK, a Takxe
npucnatb uMewwWwnncs danmn no agpecy
3NEeKTPOHHOM nouTbl key@okbsapr.ru;

2) nNpOU3BOACTBEHHbLIN oTAaen cdhopmupyeT
KOPPEKTHbI dhalin NMLEH3MM U OTNPaBUT ero
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3aKa3uuky;

3) nony4yeHHbIn dann Hy>XHO CKOMMpPOBaTb
B KaTasior C yCTaHoB/sieHHbIMK darinamn C3U
«AKKOpA» noa uMeHeM «accord.key»

Kntouesor dann
NULEH3UN HEe MoaAXoauT
Ansa aToro npoaykral

Nmetowmiica dann
NNLEeH3UK

npeaHasHayeH ans
Apyroro nNpoAykTta

1) HeobxoanMo coobwnTb 0 TOM, UYTO dhain
nmueH3un  He npepgHasHadedH ana  [1AK
«AKKopA-Win32», a  Takxe npucnaTb
nMelowmca dann no agpecy 3/1eKTPOHHOM
noutbl key@okbsapr.ru;

2) nNpOU3BOACTBEHHbLINM oTAaen cdhopmupyeT
KOPPEKTHbIN (hann nUUEH3nn 1 oTNpPaBUT ero
3aKa3uyunKy;

3) nonydeHHbIn amn HY>XHO CKOMMPOBaTb
B KaTasor C yCTaHoB/ieHHbIMK darinamn C3U
«AKKOpA» noa uMeHeM «accord.key»

HeBepHasa curHaTtypa
KnoyeBoro ganna
nmueH3sunun!

MoBpexaeH dann
nnueHsnun (Hanpumep,
npy HaMepeHHOM
N3MEeHEeHUN CpoKa
OeNCTBUA NUUEH3Un Co
CTOPOHbI NOsib30BaTens
nnn dann nospexaeH
Npyv KONMPOBaHUN B
KaTanor ¢
yCTaHoBNeHHbIM C3U
«AKKOpA»)

1) HeobxoauMo coobwnTb O MOBpPEXAEHUN
darina  nuueHsuMn, a Takxke npucnatb
NoBpeXAEeHHbIN dann no aapecy
3NEeKTPOHHOM noyTbl key@okbsapr.ru;

2) nNpOU3BOACTBEHHbLIN oTAaen cdopmupyeT
KOPPEKTHbIN (hann nUUeH3nn 1 oTrNpaBuT ero
3aKa3uyunKy;

3) nonydeHHbIn amn HY>XXHO CKOMMPOBaTb
B KaTasior C yCTaHoB/ieHHbIMK darinamn C3U
«AKKOpA» noAa nMeHeM «accord.key»

Kntouesor dann
JIMLLEH3UWN He noaxoanT
ANs 3TOM onepaumnoHHOMN
cucrembl!

dain nnuueH3nm
npegHasHayeH ansa MO
«Akkopa-NT» mnnu
«AKKopA-2000>.
JaHHbIr dann
JINLLEH3UN
npegHasHayeH ans
ncnonb3oBaHusa Ha OC
Windows NT/2000/XP

1) Heobxoanmo coobLWUTb T™N
ncnonbsyemoro MO MAK «Akkopg», a Takxe
npucnatb uMewwWwnncs danmn no agpecy
3NEeKTPOHHOM noyTbl key@okbsapr.ru;

2) nNpOU3BOACTBEHHbLIN oTAaen cdhopmupyeT
KOPPEKTHbIN (hann nUUeH3nn 1 oTrNpaBuT ero
3aKa3uyunKy;

3) nonydeHHbIn ann HY>XHO CKOMUPOBaTb
B KaTasior C yCTaHoB/ieHHbIMK darinamn C3U
«AKKOpA» noa nMeHeMm «accord.key»

JInueH3nsa ucrtekaet
yepes XXX! gHei!

Cpok pericteusa danna
NULEH3UN ucTekaeTt
yepes XXX gHei

1) HeobxoauMo coobwmtb 06 KUCTEYEHUMU
CpoKka [OEeNCTBUS JINUEH3UM W npucnatb
nMelowmca dann no agpecy 3/71eKTPOHHOM
noutbl key@okbsapr.ru;

2) nNpOU3BOACTBEHHbLIN oTAaen cdhopmupyeT
KOPPEKTHbIN (hann nUUEH3NN N OTNPaBUT ero
3aKa3uyunKy;

3) nonydeHHbIn amn HY>XXHO CKOMMPOBaTb
B KaTasior C yCTaHoB/sieHHbIMK darinamn C3U
«AKKOpA» noAa nMmeHeMm «accord.key»

D «XXX» - KONMYeCcTBO AHel
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MpunoxxeHue 4. CoobweHnn o6 omumbkax NAK «Akkoppa-

Win32»

CoobweHnsa o6 owmnbkax, MPUYUHBI UX MNOSABAEHUS N METOAbl YCTPaHeHUs

npueeaeHsl B Tabnuue 1.

Ta6nunuya 3 - Coobuwennsa o6 owmnbkax NAK «Akkopa-Win32»

Coob6ueHne Ha 3KpaHe

MpuumnHbI NoABNEeHusA
coobuieHns

Mopapok pencrenmn

«Ownbka yteHns kawoya'»

Owmnbka UYTeHUs AaHHbIX
n3 naeHTudmkaTopa

HaxaTtb KHonky <OK>, noBTOpUTb
onepaumio. Ecnn owwnbka nosBTOpPUTCS,
CreHepupoBaTb HOBbIN KoY

«Owunbka 3anycka | 3anyck nporpammsbl | MpuceonTe napameTpy WaitEndTask

nporpammbl [ErrCode=193]» | AcTskMng.EXE C | 3HadeHne <«No». 3aTeM BbIMOSHUTb
YCTaHOBJIEHHbIM 3anyck nporpammel AcTskMng.EXE
napaMeTpom
WaitEndTask=Yes

«Owunbka cozgaHusg knoval» | Owmnbka 3anucn | HaxaTb KHonky <OK>. TloBTopuTb
nHdbopmMaumnm B | onepauuto

naeHTudbukaTop
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Mpuno>xxeHue 5. NepeyeHb HOPMAaTUBHbIX JOKYMEHTOB,
MCNOoJib3yeMbIX NpU opraHnsayumm 3awmntbl MHpopMauum

1) ®egepanbHbin 3akoH oT 21 miona 1993 roga N? 5485-1 (C naMeHeHUsAMU “
AOMONTHEHUAMK OT 6 okTaAbpsa 1997 roga N? 131-93) «O rocyaapCTBEHHOW TalHe».

2) PepepanbHbln 3akKoH OT 4 Masa 2011 r. N2 99-03 «O nmueH3npoBaHUMU
OTAENbHbIX BUAOB AEATENbHOCTU.

3) ®enepanbHbln 3aKoH OT 6 anpens 2011 r. N2 63-03 «O6 3neKTpOHHOM
noAnucm».,

4) GepgepanbHbIn 3aKOoH OT 7 mniong 2003 r. N2126-03 «O cBA3n».

5) ®egepanbHbin 3aKOH OT 27 wona 2006 r. N9149-0®3 «06 wuHdopmaumu,
MHMOPMALMOHHbBIX TEXHOMOMMAX M 3almnTe MHdopMaunm>».

6) ®enepanbHblit 3akoH oT 27 wuona 2006 r. N2152-®3 «O nepcoHanbHbIX
OAHHbIX>».

7) Yka3 lNpe3uaeHta Poccuinckon depepaumm ot 16 aerycrta 2004 r. N2 1085
«Bonpocbkl ®eaepanbHOM CyXx6bl MO TEXHNYECKOMY U 3KCMOPTHOMY KOHTPOJIO».

8) «[JokTpnHa wuHdOpMaumoHHon 6e3onacHocTn Poccuinckon depepaunn>,
yTBepxaeHa [pe3maeHToM Poccuinckonm ®Pepepaumm 9 ceHtabps 2000 r. N° TMp.-
1895.

9) Yka3 [lpe3uaeHTta Poccuickon ®epepaumm ot 12 mas 2009 N 537 «O
cTpaTermm HauuoHanbHon 6e3onacHocTtu Poccurckon ®eaepaunn o 2020 roga>».

10) Yka3 lpe3ungeHta Poccuinckon deapepaumm ot 6 mMapta 1997 r. N2 188
«MepeyeHb cBeAeHUN KOHMUAEHUMANBLHOIO Xapakrepa».

11)  Yka3 lNpe3unaeHTa Poccunckon deaepaunm ot 17 mapta 2008 r. N2 351
«O Mepax no obecneyeHuto wHdbopMaumoHHonm 6e3onacHocTn Poccuinckon
denepaummn B chepe MexayHapoaHoro MHOOpPMaLMOHHOIO o6MeHa».

12) [octaHoBneHue [MpaButenbctBa Poccuinckon depepaumm ot 3 HosA6ps
1994 r. N21233 «[llonoxeHue o nopsiake obpaweHunsa co cnyxebHon nHdopmaumen
OrpaHMYEHHOro pacnpocTpaHeHuss B deaepanbHbiX OpraHax WCMNOSHUTENbHOM
BNacTm».

13) @epepanbHbii 3akoH oT 04.05.2011 N 99-03 «O nuueH3MpoBaHUK
OTAENbHbIX BUAOB AESATENbHOCTU».

14) MocTtaHoBneHue MNpaButenbctBa Poccumnckon degepaumn ot 3 despans
2012 r. N9279 «O nuMUEeH3MpOBaHUW AEATENbHOCTM MO TEXHUYECKOW 3awuTte
KOHMMaeHUnanbHoM nHpopMmaunmn».

15) «COOpHUK pPYKOBOASALLIMX [AOKYMEHTOB MO 3awute wuHdopMmaumm OT
HeCaHKLUMOHUPOBAHHOIro AoCcTyna», Floctexkomuccnsa Poccumn, Mockea, 1998 r.

16) TOCT P 51275-99 «3awwuta uHdpopMmauun. O6bekT MHOpMaTU3aLUN.
dakTopbl BO3AENCTBYOWME Ha MHPopMaumio. Obume nonoXKeHns».

17) TOCT P 50922-96 «3awwuta wuHpopmaumn. OCHOBHble TEPMWUHbLI W
onpeneneHnsa».
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18) [TOCT P 51583-2000 «[lopsgok co3gaHus aBTOMATU3UMPOBAHHbIX CUCTEM
B 3aWMNLLEHHOM UCNONHEHNN>.

19) TOCT P 51241-98 «CpeactBa M CUCTEMbl KOHTPOSIA W YyrpasB/eHus
OOCTYMOM. Knaccudukauyma. Obwme  TexHuyeckme  TpeboBaHuda.  MeToabl
NCNbITAHNN>,

20) TOCT P NCO 7498-2-99 «NHdopMaumoHHasa TexHonorms. BzanMmocessb
OTKpPbITbIX cucTeM. ba3oBas 3TanoHHas Moaenb. YacTb 2. ApxuTekTypa 3aliuTbl
MHdopMaumn>.,

21) roCT 34.201-89 «MHpopMaunoHHas TEXHONOrn4. KoMnnekc
CTaHOApPTOB Ha AaBTOMATU3MPOBAHHblE CUCTEMbI. Buabl, KOMMIEKTHOCTb W
0603HayeHne JOKYMEHTOB NpU CO34aHMM aBTOMATU3UPOBAHHbIX CUCTEM>.

22) TOCT 34.602-89 «NHdopMaumoHHas TEXHOJI0rn4. Komnnekc
CTaHAApPTOB Ha aBTOMATU3MPOBAHHbIE CUCTEMbI. TEXHMYECKOEe 3alaHMe Ha co3gaHune
aBTOMaTU3NPOBAHHbLIX CUCTEM>,

23) TOCT 34.003-90 «NHdopMaumoHHas TEXHOOrns. Komnnekc
CTaH4apTOB Ha aBTOMATU3MPOBAHHbIE CUCTEMbl. ABTOMATU3UPOBAHHbIE CUCTEMBI.
TepMuHbI 1 onpeaeneHus».

24) OCT 34.601- 90 <«WHdopmaumoHHas TexHonorms. Komnnekc
CTaHAApPTOB Ha aBTOMATU3MPOBAHHblE CUCTEMbI. ABTOMATU3UPOBAHHbLIE CUCTEMBI.
Cragusa cosgaHus».

25) TOCT P MCO\M2K 9126- 93 «MHdpopmaumoHHasa TexHonoruns. OueHka
NnporpaMMHOM npoayKumn. XapaKTepucTuka KadecTBa W pPyKOBOACTBA MO MX
MPUMEHEHNIO>.

26) TOCT P 50739-95 «CpeacrtBa BblUMCAUTENBbHON TEXHWUKW. 3awmTta oOT
HEeCaHKLUMOHMPOBAHHOIO AOCTyNna K MHdopMaummn».

27) PO Tloctexkommccum Poccunm «3awmta  OT HECAHKUMOHWMPOBAHHOIO
aoctyna K wmHdopmaumm. Yactb 1. lNMporpamMmHoe obecneyeHne cpenctB 3allUThl
nHdbopmaumn. Knaccudukaums NO  YPOBHK  KOHTPONSA  HeaeKIapupOBaHHbIX
BO3MOXHOCTen», MockBa, 1999 r.
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MpunoxkeHune 6. Cnucok dannos NAK «Akkopa-Win32»,
PeKoMeHAYyEeMbIX ANIA KOHTPOJA LEeJSIOCTHOCTU Ha annapaTtHOM
YpOBHe

Cnuncok dannos nporpamMmHon 4Yactm C3UM ot HCO <«Akkopa-Win32»,
peKOMEHAYEMbIN AN KOHTPONS LENOCTHOCTU Ha annapaTHOM YpPOBHE:

\WINDOWS\SYSTEM32\ACCORD.SCR

\WINDOWS\SYSTEM32\ACGINA.DLL

\WINDOWS\SYSTEM32\ACRUNNT.EXE

\WINDOWS\SYSTEM32\ACRUNVDD.DLL

\WINDOWS\SYSTEM32\ACRUNVDD.EXE

\WINDOWS\SYSTEM32\ACUSRMOD.DLL

\WINDOWS\SYSTEM32\AZIAHLP.DLL

\WINDOWS\SYSTEM32\DRIVERS\ACBOOT.SYS

\WINDOWS\SYSTEM32\DRIVERS\ACLOCK2K.SYS

\WINDOWS\SYSTEM32\DRIVERS\ACRUN.SYS

\WINDOWS\SYSTEM32\DRIVERS\ACXALLOW.SYS

\WINDOWS\SYSTEM32\DRIVERS\ACXLMSRV.SYS

\WINDOWS\SYSTEM32\PSAPI.DLL

\WINDOWS\SYSTEM32\TMATTACH.DLL

\WINDOWS\SYSTEM32\TMDRV32.DLL
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MpunoxxexHune 7. Cnucok cpannos OC Windows XP x32,
peKoMeHAYEeMbIX AJI KOHTPOJIA LLeJIOCTHOCTU NpU YCTaHOBKe
komnnekca C3N HCA «AKKOPA - Win32»

Ha annapaTtHoM ypoBHe (C noMolblo BcTpoeHHoro NO Akkopa-AMA3)

\NTLDR

\NTDETECT.COM

\BOOT.INI

\Windows\System32\CSRSS.EXE

\Windows\System32\HAL.DLL

\Windows\System32\KERNEL32.DLL

\Windows\System32\LSASRV.DLL

\Windows\System32\LSASS.EXE

\Windows\System32\NTDLL.DLL

\Windows\System32\NTOSKRNL.EXE

\Windows\System32\PSAPI.DLL

\Windows\System32\REGAPI.DLL

\Windows\System32\RUNDLL32.EXE

\Windows\System32\SECUR32.DLL

\Windows\System32\SERVICES.EXE

\Windows\System32\SMSS.EXE

\Windows\System32\CTFMON.EXE

\Windows\System32\SVCHOST.EXE

\Windows\System32\USERINIT.EXE

\Windows\System32\USER32.DLL

\Windows\System32\WINLOGON.EXE

Ha nporpaMmMHOM ypoBHe (c noMmouwbio peaaktopa NPA ACED32.EXE)

\WINDOWS\SYSTEM32\ADVAPI32.DLL

\WINDOWS\SYSTEM32\ADVPACK.DLL

\WINDOWS\SYSTEM32\ATL.DLL

\WINDOWS\SYSTEM32\AUTHZ.DLL

\WINDOWS\SYSTEM32\BASESRV.DLL

\WINDOWS\SYSTEM32\BROWSER.DLL

\WINDOWS\SYSTEM32\BROWSEUI.DLL

\WINDOWS\SYSTEM32\CERTCLI.DLL

\WINDOWS\SYSTEM32\CLUSAPI.DLL

\WINDOWS\SYSTEM32\COMSVCS.DLL

\WINDOWS\SYSTEM32\CRYPT32.DLL

\WINDOWS\SYSTEM32\CRYPTDLL.DLL

\WINDOWS\SYSTEM32\CRYPTNET.DLL

\WINDOWS\SYSTEM32\CRYPTSVC.DLL
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\WINDOWS\SYSTEM32\CRYPTUI.DLL

\WINDOWS\SYSTEM32\CSRSRV.DLL

\WINDOWS\SYSTEM32\DNSAPI.DLL

\WINDOWS\SYSTEM32\DNSRSLVR.DLL

\WINDOWS\SYSTEM32\EVENTLOG.DLL

\WINDOWS\SYSTEM32\GDI32.DLL

\WINDOWS\SYSTEM32\ICAAPI.DLL

\WINDOWS\SYSTEM32\ICMP.DLL

\WINDOWS\SYSTEM32\INETPP.DLL

\WINDOWS\SYSTEM32\IPHLPAPI.DLL

\WINDOWS\SYSTEM32\IPSECSVC.DLL

\WINDOWS\SYSTEM32\LMHSVC.DLL

\WINDOWS\SYSTEM32\LOCALSPL.DLL

\WINDOWS\SYSTEM32\MPR.DLL

\WINDOWS\SYSTEM32\MPRAPI.DLL

\WINDOWS\SYSTEM32\MSACM32.DLL

\WINDOWS\SYSTEM32\MSPRIVS.DLL

\WINDOWS\SYSTEM32\MSVCRT.DLL

\WINDOWS\SYSTEM32\MSWSOCK.DLL

\WINDOWS\SYSTEM32\NETAPI32.DLL

\WINDOWS\SYSTEM32\NETLOGON.DLL

\WINDOWS\SYSTEM32\NETMAN.DLL

\WINDOWS\SYSTEM32\NETMSG.DLL

\WINDOWS\SYSTEM32\NETRAP.DLL

\WINDOWS\SYSTEM32\NETSHELL.DLL

\WINDOWS\SYSTEM32\NETUIO.DLL

\WINDOWS\SYSTEM32\NETUI1.DLL

\WINDOWS\SYSTEM32\NTDSAPI.DLL

\WINDOWS\SYSTEM32\REGSVC.DLL

\WINDOWS\SYSTEM32\SAMLIB.DLL

\WINDOWS\SYSTEM32\SAMSRV.DLL

\WINDOWS\SYSTEM32\SCESRV.DLL

\WINDOWS\SYSTEM32\SECLOGON.DLL

\WINDOWS\SYSTEM32\SENS.DLL

\WINDOWS\SYSTEM32\SETUPAPI.DLL

\WINDOWS\SYSTEM32\SFC.DLL

\WINDOWS\SYSTEM32\SFCFILES.DLL

\WINDOWS\SYSTEM32\SFC_OS.DLL

\WINDOWS\SYSTEM32\SHELL32.DLL

\WINDOWS\SYSTEM32\SRSVC.DLL

\WINDOWS\SYSTEM32\SRVSVC.DLL

\WINDOWS\SYSTEM32\TAPI32.DLL

\WINDOWS\SYSTEM32\USERENV.DLL
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\WINDOWS\SYSTEM32\VERSION.DLL

\WINDOWS\SYSTEM32\VSSAPI.DLL

\WINDOWS\SYSTEM32\WEBCHECK.DLL

\WINDOWS\SYSTEM32\WEBCLNT.DLL

\WINDOWS\SYSTEM32\WIN32SPL.DLL

\WINDOWS\SYSTEM32\WININET.DLL

\WINDOWS\SYSTEM32\WINIPSEC.DLL

\WINDOWS\SYSTEM32\WINMM.DLL

\WINDOWS\SYSTEM32\WINRNR.DLL

\WINDOWS\SYSTEM32\WINSCARD.DLL

\WINDOWS\SYSTEM32\WINSRV.DLL

\WINDOWS\SYSTEM32\WINSTA.DLL

\WINDOWS\SYSTEM32\WSOCK32.DLL

\WINDOWS\SYSTEM32\WTSAPI32.DLL
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Mpunoxxexnue 8. Cnucok cpannos OC Windows 7 x32,
peKkoMeHAYEeMbIX AJI KOHTPOJIS LeJIOCTHOCTU NpU yCTaHOBKe
komnnekca C3N HCA «AKKOPA - Win32»

Ha annapaTtHoM ypoBHe (C noMolblo BcTpoeHHoro NO Akkopa-AMA3)

\Windows\explorer.exe

\Windows\system32\audiodg.exe

\Windows\system32\autochk.exe

\Windows\System32\CLFS.SYS

\Windows\System32\comct|32.dll

\Windows\System32\csrsrv.dll

\Windows\system32\csrss.exe

\Windows\system32\DlIHost.exe

\Windows\System32\drivers\acpi.sys

\Windows\System32\drivers\ataport.SYS

\Windows\System32\drivers\blbdrive.sys

\Windows\System32\drivers\bowser.sys

\Windows\System32\drivers\CLASSPNP.SYS

\Windows\System32\drivers\cng.sys

\Windows\System32\drivers\csc.sys

\Windows\System32\drivers\disk.sys

\Windows\System32\drivers\dxgkrnl.sys

\Windows\System32\drivers\dxgmms1.sys

\Windows\System32\drivers\fileinfo.sys

\Windows\System32\drivers\fltmgr.sys

\Windows\System32\drivers\fvevol.sys

\Windows\System32\drivers\hdaudbus.sys

\Windows\System32\drivers\http.sys

\Windows\System32\drivers\luafv.sys

\Windows\System32\drivers\msrpc.sys

\Windows\System32\drivers\ndis.sys

\Windows\System32\drivers\NETIO.SYS

\Windows\System32\drivers\npfs.sys

\Windows\System32\drivers\nsiproxy.sys

\Windows\System32\drivers\ntfs.sys

\Windows\System32\drivers\pacer.sys

\Windows\System32\drivers\partmgr.sys

\Windows\System32\drivers\PCIIDEX.SYS

\Windows\System32\drivers\raspptp.sys

\Windows\System32\drivers\rdbss.sys

\Windows\System32\drivers\rdyboost.sys

\Windows\System32\drivers\serenum.sys
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\Windows\System32\drivers\srv.sys

\Windows\System32\drivers\srv2.sys

\Windows\System32\drivers\tcpip.sys

\Windows\System32\drivers\volmgr.sys

\Windows\System32\drivers\volsnap.sys

\Windows\System32\drivers\watchdog.sys

\Windows\System32\drivers\Wdf01000.sys

\Windows\system32\Dwm.exe

\Windows\System32\dwmcore.dll

\Windows\System32\gdi32.dll

\Windows\System32\halmacpi.dll

\Windows\System32\kernel32.dll

\Windows\System32\KernelBase.dlIl

\Windows\System32\LogonUI.exe

\Windows\System32\lsasrv.dll

\Windows\system32\Isass.exe

\Windows\system32\Ism.exe

\Windows\System32\ntdll.dll

\Windows\System32\ntkrnlpa.exe

\Windows\System32\ntoskrnl.exe

\Windows\System32\rundll32.exe

\Windows\system32\SearchIndexer.exe

\Windows\system32\SearchProtocolHost.exe

\Windows\System32\smss.exe

\Windows\System32\spoolsv.exe

\Windows\system32\svchost.exe

\Windows\system32\taskhost.exe

\Windows\System32\user32.dll

\Windows\system32\userinit.exe

\Windows\System32\win32k.sys

\Windows\system32\wininit.exe

\Windows\system32\winlogon.exe

<JUCK c KaTtanoroMm Boot>\Boot\memtest.exe

Ha nporpaMmMHOM ypoBHe (c noMmouwbio peaaktopa NPA ACED32.EXE)

\Windows\System32\advapi32.dll

\Windows\System32\aelupsvc.dll

\Windows\System32\apphelp.dll

\Windows\System32\audiosrv.dll

\Windows\System32\authui.dll

\Windows\System32\authz.dll
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\Windows\System32\bcrypt.dll

\Windows\System32\BFE.DLL

\Windows\System32\cdd.dll

\Windows\System32\cfgmgr32.dll

\Windows\System32\ci.dll

\Windows\System32\crypt32.dll

\Windows\System32\cryptbase.dll

\Windows\System32\cryptsp.dll

\Windows\System32\cryptsvc.dll

\Windows\System32\cscsvc.dll

\Windows\System32\devrtl.dll

\Windows\System32\dhcpcore.dll

\Windows\System32\dhcpcore6.dll

\Windows\System32\dnsrslvr.dll

\Windows\System32\dps.dll

\Windows\System32\dui70.dll

\Windows\System32\duser.dll

\Windows\System32\es.dll

\Windows\System32\esent.dll

\Windows\System32\gdi32.dll

\Windows\System32\gpapi.dll

\Windows\System32\gpsvc.dll

\Windows\System32\HotStartUserAgent.dll

\Windows\System32\Imhsvc.dll

\Windows\System32\mmcss.dll

\Windows\System32\MMDevAPI.dll

\Windows\System32\msctf.dll

\Windows\System32\MsCtfMonitor.dll

\Windows\System32\mssrch.dll

\Windows\System32\msvcrt.dll

\Windows\System32\mswsock.dll

\Windows\System32\msxml6.dll

\Windows\System32\ncobjapi.dll

\Windows\System32\netprofm.dll

\Windows\System32\nlasvc.dll

\Windows\System32\nsi.dll

\Windows\System32\ole32.dll

\Windows\System32\oleaut32.dll

\Windows\System32\PeerDist.dll

\Windows\System32\PlaySndSrv.dll

\Windows\System32\propsys.dll

\Windows\System32\radardt.dll

\Windows\System32\RpcRtRemote.dll
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\Windows\System32\rpcss.dll

\Windows\System32\rsaenh.dll

\Windows\System32\samsrv.dll

\Windows\System32\schedsvc.dll

\Windows\System32\sechost.dll

\Windows\System32\setupapi.dll

\Windows\System32\shell32.dll

\Windows\System32\shlwapi.dll

\Windows\System32\srvsvc.dll

\Windows\System32\sxs.dll

\Windows\System32\taskcomp.dll

\Windows\System32\tquery.dll

\Windows\System32\trkwks.dl|

\Windows\System32\ubpm.dll

\Windows\System32\umpnpmgr.dll

\Windows\System32\umpo.dll

\Windows\System32\usp10.dll

\Windows\System32\UXInit.dll

\Windows\System32\uxsms.dll

\Windows\System32\uxtheme.dll

\Windows\System32\wbemcomn.dll

\Windows\System32\wbem\fastprox.dll

\Windows\System32\wbem\repdrvfs.dll

\Windows\System32\wbem\wbemcore.dll

\Windows\system32\wbem\wmiprvse.exe

\Windows\System32\wbem\wmiutils.dll

\Windows\System32\wdiasgmmodule.dll

\Windows\System32\wevtsvc.dll

\Windows\System32\winmm.dll

\Windows\System32\winsrv.dll

\Windows\System32\winsta.dll

\Windows\System32\wlanapi.dll

\Windows\System32\wlansvc.dll

\Windows\System32\wlgpcint.dll

\Windows\System32\wpdbusenum.dll

\Windows\System32\xmllite.dll
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MNpunoxxenue 9. Cnucok ¢gamnos OC Windows 8.1 u3 x32,
PeKoOMeHAYyEeMbIX AJI KOHTPOJIA LEeJIOCTHOCTU NpU YCTaHOBKe
komnnekca C3N HCA «AKKOPA - Win32»

Ha annapaTtHoM ypoBHe (c noMolblo BcTpoeHHoro NO Akkopa-AMA3)

\Windows\explorer.exe

\Windows\system32\audiodg.exe

\Windows\system32\autochk.exe

\Windows\System32\comct|32.dll

\Windows\System32\csrsrv.dll

\Windows\system32\csrss.exe

\Windows\system32\DlIHost.exe

\Windows\System32\drivers\acpi.sys

\Windows\System32\drivers\ataport.SYS

\Windows\System32\drivers\bowser.sys

\Windows\System32\drivers\CLASSPNP.SYS

\Windows\System32\drivers\CLFS.SYS

\Windows\System32\drivers\cng.sys

\Windows\System32\drivers\csc.sys

\Windows\System32\drivers\disk.sys

\Windows\System32\drivers\dxgkrnl.sys

\Windows\System32\drivers\dxgmms1.sys

\Windows\System32\drivers\fileinfo.sys

\Windows\System32\drivers\fltmgr.sys

\Windows\System32\drivers\fvevol.sys

\Windows\System32\drivers\hdaudbus.sys

\Windows\System32\drivers\http.sys

\Windows\System32\drivers\luafv.sys

\Windows\System32\drivers\msrpc.sys

\Windows\System32\drivers\ndis.sys

\Windows\System32\drivers\NETIO.SYS

\Windows\System32\drivers\npfs.sys

\Windows\System32\drivers\nsiproxy.sys

\Windows\System32\drivers\ntfs.sys

\Windows\System32\drivers\pacer.sys

\Windows\System32\drivers\partmgr.sys

\Windows\System32\drivers\PCIIDEX.SYS

\Windows\System32\drivers\raspptp.sys

\Windows\System32\drivers\rdbss.sys

\Windows\System32\drivers\rdyboost.sys

\Windows\System32\drivers\serenum.sys

\Windows\System32\drivers\srv.sys
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\Windows\System32\drivers\srv2.sys

\Windows\System32\drivers\tcpip.sys

\Windows\System32\drivers\volmgr.sys

\Windows\System32\drivers\volsnap.sys

\Windows\System32\drivers\watchdog.sys

\Windows\System32\drivers\Wdf01000.sys

\Windows\system32\Dwm.exe

\Windows\System32\dwmcore.dll

\Windows\System32\gdi32.dll

\Windows\System32\halmacpi.dll

\Windows\System32\kernel32.dll

\Windows\System32\KernelBase.dlIl

\Windows\System32\LogonUI.exe

\Windows\System32\lsasrv.dll

\Windows\system32\Isass.exe

\Windows\System32\ntdIl.dll

\Windows\System32\ntoskrnl.exe

\Windows\System32\rundll32.exe

\Windows\system32\SearchIndexer.exe

\Windows\system32\SearchProtocolHost.exe

\Windows\System32\smss.exe

\Windows\System32\spoolsv.exe

\Windows\system32\svchost.exe

\Windows\system32\taskhost.exe

\Windows\System32\user32.dll

\Windows\system32\userinit.exe

\Windows\System32\win32k.sys

\Windows\system32\wininit.exe

\Windows\system32\winlogon.exe

<JUCK c KaTanoroMm Boot>\Boot\memtest.exe

Ha nporpaMmMHOM ypoBHe (c noMmouwbio peaaktopa NPA ACED32.EXE)

\Windows\System32\advapi32.dll

\Windows\System32\aelupsvc.dll

\Windows\System32\apphelp.dll

\Windows\System32\audiosrv.dll

\Windows\System32\authui.dll

\Windows\System32\authz.dll

\Windows\System32\bcrypt.dll

\Windows\System32\BFE.DLL

\Windows\System32\cdd.dll

\Windows\System32\cfgmgr32.dll
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\Windows\System32\ci.dll

\Windows\System32\crypt32.dll

\Windows\System32\cryptbase.dll

\Windows\System32\cryptsp.dll

\Windows\System32\cryptsvc.dll

\Windows\System32\cscsvc.dll

\Windows\System32\devrtl.dll

\Windows\System32\dhcpcore.dll

\Windows\System32\dhcpcore6.dll

\Windows\System32\dnsrslvr.dll

\Windows\System32\dps.dll

\Windows\System32\dui70.dll

\Windows\System32\duser.dll

\Windows\System32\es.dll

\Windows\System32\esent.dll

\Windows\System32\gdi32.dll

\Windows\System32\gpapi.dll

\Windows\System32\gpsvc.dll

\Windows\System32\Imhsvc.dll

\Windows\System32\mmcss.dll

\Windows\System32\MMDevAPI.dll

\Windows\System32\msctf.dll

\Windows\System32\MsCtfMonitor.dll

\Windows\System32\mssrch.dll

\Windows\System32\msvcrt.dll

\Windows\System32\mswsock.dll

\Windows\System32\msxml6.dll

\Windows\System32\ncobjapi.dll

\Windows\System32\netprofm.dll

\Windows\System32\nlasvc.dll

\Windows\System32\nsi.dll

\Windows\System32\ole32.dll

\Windows\System32\oleaut32.dll

\Windows\System32\PeerDist.dll

\Windows\System32\PlaySndSrv.dll

\Windows\System32\propsys.dll

\Windows\System32\radardt.dll

\Windows\System32\RpcRtRemote.dll

\Windows\System32\rpcss.dll

\Windows\System32\rsaenh.dll

\Windows\System32\samsrv.dll

\Windows\System32\schedsvc.dll

\Windows\System32\sechost.dll
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\Windows\System32\setupapi.dll

\Windows\System32\shell32.dll

\Windows\System32\shlwapi.dll

\Windows\System32\srvsvc.dll

\Windows\System32\sxs.dll

\Windows\System32\taskcomp.dll

\Windows\System32\tquery.dll

\Windows\System32\trkwks.dl|

\Windows\System32\ubpm.dll

\Windows\System32\umpnpmgr.dll

\Windows\System32\umpo.dll

\Windows\System32\usp10.dll

\Windows\System32\UXInit.dll

\Windows\System32\uxtheme.dll

\Windows\System32\wbemcomn.dll

\Windows\System32\wbem\fastprox.dll

\Windows\System32\wbem\repdrvfs.dll

\Windows\System32\wbem\wbemcore.dll

\Windows\system32\wbem\wmiprvse.exe

\Windows\System32\wbem\wmiutils.dll

\Windows\System32\wdiasgmmodule.dll

\Windows\System32\wevtsvc.dll

\Windows\System32\winmm.dll

\Windows\System32\winsrv.dll

\Windows\System32\winsta.dll

\Windows\System32\wlanapi.dll

\Windows\System32\wlansvc.dll

\Windows\System32\wlgpcint.dll

\Windows\System32\wpdbusenum.dll

\Windows\System32\xmllite.dll
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Mpunoxxenue 10. Cnucok cpannos OC Windows 10 x32,
PeKoOMeHAYyEeMbIX AJI KOHTPOJIA LEeJIOCTHOCTU NpU YCTaHOBKe
komnnekca C3N HCA «AKKOPA - Win32»

Ha annapaTtHOoM ypoBHe (C noMoLblo BCcTpoeHHoro NO Akkopa-AMA3)

\Windows\explorer.exe

\Windows\system32\audiodg.exe

\Windows\system32\autochk.exe

\Windows\System32\comct|32.dll

\Windows\System32\csrsrv.dll

\Windows\system32\csrss.exe

\Windows\system32\DlIHost.exe

\Windows\System32\drivers\acpi.sys

\Windows\System32\drivers\ataport.SYS

\Windows\System32\drivers\bowser.sys

\Windows\System32\drivers\CLASSPNP.SYS

\Windows\System32\drivers\CLFS.SYS

\Windows\System32\drivers\cng.sys

\Windows\System32\drivers\csc.sys

\Windows\System32\drivers\disk.sys

\Windows\System32\drivers\dxgkrnl.sys

\Windows\System32\drivers\dxgmms1.sys

\Windows\System32\drivers\fileinfo.sys

\Windows\System32\drivers\fltmgr.sys

\Windows\System32\drivers\fvevol.sys

\Windows\System32\drivers\hdaudbus.sys

\Windows\System32\drivers\http.sys

\Windows\System32\drivers\luafv.sys

\Windows\System32\drivers\msrpc.sys

\Windows\System32\drivers\ndis.sys

\Windows\System32\drivers\NETIO.SYS

\Windows\System32\drivers\npfs.sys

\Windows\System32\drivers\nsiproxy.sys

\Windows\System32\drivers\ntfs.sys

\Windows\System32\drivers\pacer.sys

\Windows\System32\drivers\partmgr.sys

\Windows\System32\drivers\PCIIDEX.SYS

\Windows\System32\drivers\raspptp.sys

\Windows\System32\drivers\rdbss.sys

\Windows\System32\drivers\rdyboost.sys

\Windows\System32\drivers\serenum.sys

\Windows\System32\drivers\srv.sys
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\Windows\System32\drivers\srv2.sys

\Windows\System32\drivers\tcpip.sys

\Windows\System32\drivers\volmgr.sys

\Windows\System32\drivers\volsnap.sys

\Windows\System32\drivers\watchdog.sys

\Windows\System32\drivers\Wdf01000.sys

\Windows\system32\Dwm.exe

\Windows\System32\dwmcore.dll

\Windows\System32\gdi32.dll

\Windows\System32\halmacpi.dll

\Windows\System32\kernel32.dll

\Windows\System32\KernelBase.dlIl

\Windows\System32\LogonUI.exe

\Windows\System32\lsasrv.dll

\Windows\system32\Isass.exe

\Windows\System32\ntdIl.dll

\Windows\System32\ntoskrnl.exe

\Windows\System32\rundll32.exe

\Windows\system32\SearchIndexer.exe

\Windows\system32\SearchProtocolHost.exe

\Windows\System32\smss.exe

\Windows\System32\spoolsv.exe

\Windows\system32\svchost.exe

\Windows\system32\taskhostw.exe

\Windows\System32\user32.dll

\Windows\system32\userinit.exe

\Windows\System32\win32k.sys

\Windows\system32\wininit.exe

\Windows\system32\winlogon.exe

<JUCK c KaTtanoroMm Boot>\Boot\memtest.exe

Ha nporpaMmMHOM ypoBHe (c noMmouwbio peaaktopa NPA ACED32.EXE)

\Windows\System32\advapi32.dll

\Windows\System32\apphelp.dll

\Windows\System32\audiosrv.dll

\Windows\System32\authui.dll

\Windows\System32\authz.dll

\Windows\System32\bcrypt.dll

\Windows\System32\BFE.DLL

\Windows\System32\cdd.dll

\Windows\System32\cfgmgr32.dll

\Windows\System32\ci.dll
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\Windows\System32\crypt32.dll

\Windows\System32\cryptbase.dll

\Windows\System32\cryptsp.dll

\Windows\System32\cryptsvc.dll

\Windows\System32\cscsvc.dll

\Windows\System32\devrtl.dll

\Windows\System32\dhcpcore.dll

\Windows\System32\dhcpcore6.dll

\Windows\System32\dnsrslvr.dll

\Windows\System32\dps.dll

\Windows\System32\dui70.dll

\Windows\System32\duser.dll

\Windows\System32\es.dll

\Windows\System32\esent.dll

\Windows\System32\gdi32.dll

\Windows\System32\gpapi.dll

\Windows\System32\gpsvc.dll

\Windows\System32\Imhsvc.dll

\Windows\System32\MMDevAPI.dll

\Windows\System32\msctf.dll

\Windows\System32\MsCtfMonitor.dll

\Windows\System32\mssrch.dll

\Windows\System32\msvcrt.dll

\Windows\System32\mswsock.dll

\Windows\System32\msxml6.dll

\Windows\System32\ncobjapi.dll

\Windows\System32\netprofm.dll

\Windows\System32\nlasvc.dll

\Windows\System32\nsi.dll

\Windows\System32\ole32.dll

\Windows\System32\oleaut32.dll

\Windows\System32\PeerDist.dll

\Windows\System32\PlaySndSrv.dll

\Windows\System32\propsys.dll

\Windows\System32\radardt.dll

\Windows\System32\RpcRtRemote.dll

\Windows\System32\rpcss.dll

\Windows\System32\rsaenh.dll

\Windows\System32\samsrv.dll

\Windows\System32\schedsvc.dll

\Windows\System32\sechost.dll

\Windows\System32\setupapi.dll

\Windows\System32\shell32.dll
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\Windows\System32\shlwapi.dll

\Windows\System32\srvsvc.dll

\Windows\System32\sxs.dll

\Windows\System32\taskcomp.dll

\Windows\System32\tquery.dll

\Windows\System32\trkwks.dl|

\Windows\System32\ubpm.dll

\Windows\System32\umpnpmgr.dll

\Windows\System32\umpo.dll

\Windows\System32\usp10.dll

\Windows\System32\UXInit.dll

\Windows\System32\uxtheme.dll

\Windows\System32\wbemcomn.dll

\Windows\System32\wbem\fastprox.dll

\Windows\System32\wbem\repdrvfs.dll

\Windows\System32\wbem\wbemcore.dll

\Windows\system32\wbem\wmiprvse.exe

\Windows\System32\wbem\wmiutils.dll

\Windows\System32\wevtsvc.dll

\Windows\System32\winmm.dll

\Windows\System32\winsrv.dll

\Windows\System32\winsta.dll

\Windows\System32\wlanapi.dll

\Windows\System32\wlansvc.dll

\Windows\System32\wlgpcint.dll

\Windows\System32\wpdbusenum.dll

\Windows\System32\xmllite.dll

\Windows\System32\drivers\mmcss.sys
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Mpunoxxexnue 11. Cnucok pamnos CMNO «MUN LLUNNKA>» gnna
32x 6uTHbIX OC Windows, pekoMeHAYyEeMbIX AJiI1 KOHTPONS
LLeJIOCTHOCTU Ha annapaTHOM YpPOBHe Npu yCcTaHOBKe
komnnekca C3N HCA «AKKOPA - Win32»

‘ \WINDOWS\SYSTEM32\OSCIAPI.dII
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